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Japanese Cybersecurity Frameworks and Guidelines
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Quick Reference: Which Frameworks Apply?

Use this matrix to identify relevant Japan cybersecurity frameworks based on client industry and size.
The % (star) ratings refer to maturity tiers in Japan’s supply chain security system: %1-%2 are self-
declarations any organization can make via IPA’s SECURITY ACTION scheme, while %3-%5 require

progressively more rigorous evaluation. See the Supply Chain Security section for full details.

Client Profile

Bank, securities, insurance

Large enterprise (non-financial)

SME (under ~300 employees)

Government agency

Government contractor/supplier

Healthcare provider

IoT product manufacturer
Critical infrastructure operator

Any enterprise in a supply chain

Decision flow:

Primary Frameworks

FISC + FSA Supervision
Guidelines

METI Cybersecurity Management
Guidelines

IPA SME Security Guidelines,
SECURITY ACTION

NISC/NCO Common Standards

METI Cybersecurity Management
+SCS %3/%4

MHLW Medical Information
Guidelines

JC-STAR labeling
Sector-specific CI guidelines

SCS Evaluation Framework (%3
minimum)

Secondary/Optional
METI Cybersecurity Management

SCS Evaluation Framework

SCS %3 (if in a supply chain)

Sector-specific guidelines

NISC Common Standards
(reference)

METI Cybersecurity Management

METI OT/ICS guidelines
METI Cybersecurity Management
METI Cybersecurity Management

1. Is the client in a regulated sector (finance, healthcare, government, critical infrastructure)? Start
with the sector-specific framework.
2. Is the client part of a supply chain for a larger enterprise or government? Add SCS Evaluation

Framework.

3. For all other enterprises, use METI Cybersecurity Management Guidelines as the baseline.
4. For small businesses just starting out, use IPA SME Guidelines and the SECURITY ACTION self-

declaration.

Financial Sector

FISC Security Guidelines

Issuing body: Center for Financial Industry Information Systems (FISC)

First published: 1985

Current version: 13th Edition (November 2025)
Scope: Banking and financial institutions
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Status: Voluntary, but effectively required — referenced in FSA supervision guidelines
Update cadence: Major revisions every 2-3 years; supplements published as needed

The most comprehensive security framework for Japanese financial institutions, encompassing over 300
controls across four domains:

Control measures
Operational measures
Facility measures
Audit measures

System configuration implications:

Enable comprehensive audit logging on all systems (M365 Unified Audit Log, database audit, network
device logs)

Enforce encryption at rest and in transit (TLS 1.2+ minimum, disk encryption)

Implement network segmentation between internet-facing, internal, and management zones
Configure access controls with role-based permissions and least privilege

Retain logs for the period specified in the client’s FISC compliance policy (typically 1-7 years
depending on log type)

Set up automated alerting for unauthorized access attempts

Document all system changes with approval trails

Resources:

FISC English portal: https://www.fisc.or.jp/english/

AWS FISC compliance: https://aws.amazon.com/compliance/fisc/

Google Cloud FISC mapping: https://cloud.google.com/security/compliance/fisc-japan

Microsoft FISC compliance: https://learn.microsoft.com/en-us/compliance/regulatory/offering-fisc-

japan

FSA Comprehensive Supervision Guidelines

Issuing body: Financial Services Agency (FSA)

Scope: Banks, securities firms, insurance companies

Update cadence: Revised periodically; check FSA portal for current version

Sector-specific supervision guidelines that reference FISC and establish cybersecurity obligations
including CSIRT establishment, CISO designation, and periodic security assessments. The Guidelines
for Comprehensive Supervision of Major Banks include specific cybersecurity requirements.

System configuration implications:

Designate a CISO and document the reporting chain

Establish a CSIRT or equivalent incident response function

Conduct periodic security assessments (penetration testing, vulnerability scanning)
Maintain incident response plans with defined escalation procedures

Report significant incidents to FSA within prescribed timeframes

Resources:

FSA English portal: https://www.fsa.go.jp/en/
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General Enterprise

Cybersecurity Management Guidelines

Issuing body: Ministry of Economy, Trade and Industry (METI) and Information-technology Promotion
Agency (IPA)

First published: 2015

Current version: Version 3.0 (March 2023)

Scope: Enterprises with dedicated IT divisions

Status: Voluntary

Update cadence: Major revisions every 2-4 years

The baseline cybersecurity guidelines for Japanese enterprises, structured around:

3 principles for management recognition
10 material items for CISO-level direction

Covers risk assessment, security policy development, supply chain security, incident response, and
business continuity.

System configuration implications:

Document and maintain a cybersecurity policy

Conduct annual risk assessments covering IT assets and data flows
Implement multi-factor authentication for administrative access

Configure backup and recovery procedures with tested restore processes
Run security training programs for all employees (annual minimum)

Monitor and manage third-party/vendor access to systems

Maintain an asset inventory covering hardware, software, and cloud services
Define and test an incident response plan

Resources:

English PDF (v3.0): https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_v3.0_
en.pdf
METI Cybersecurity portal: https://www.meti.go.jp/english/policy/safety_security/cybersecurity/

index.html

Information Security Guidelines for SMEs

Issuing body: IPA

Scope: Small and medium enterprises

Status: Voluntary

Update cadence: Updated periodically; SECURITY ACTION self-declaration scheme is ongoing

A practical starting point for organizations building baseline security. Includes self-assessment ques-
tionnaires and the “Information Security 5 To-dos” covering essential baseline measures.

The SECURITY ACTION self-declaration scheme provides two entry levels:
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Level Requirement
*1 Endorse the “Information Security 5 To-dos”
*2 Complete the IPA self-assessment questionnaire and

publish a security policy

These two levels form the foundation for the higher SCS evaluation tiers (#%3-%5).
System configuration implications (the 5 To-dos):

Install and maintain antivirus/endpoint protection on all devices

Keep all OS and application software updated

Use strong, unique passwords (enforce via policy and technical controls)
Restrict access to sensitive data to authorized personnel only

Guard against social engineering and phishing (training + email filtering)

Resources:

IPA English portal: https://www.ipa.go.jp/en/index.html

Supply Chain Security

SCS Evaluation Framework (B 75«1 Fx—ri#{bicEmIF e+ 2V 7 1 SEREMEHIE)

Issuing body: METI and National Cybersecurity Office (NCO)

Establishment policy finalized: March 2026

Target launch: Late FY2026 (%3 and %4 application acceptance)

Scope: Enterprises in supplier/subcontractor roles within supply chains

Status: Voluntary, but expected to become a de facto procurement requirement — particularly for
government contracts and large enterprise supply chains

A tiered evaluation framework that makes an organization’s cybersecurity posture visible to trading
partners. Builds on top of IPA’s existing SECURITY ACTION self-declaration scheme (%1, %2) by adding
three higher tiers with progressively stricter evaluation requirements.
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Level Evaluation method Items Target
*1 Self-declaration 5 All organizations
(SECURITY ACTION)
*2 Self-assessment + 25 All organizations
policy publication
(SECURITY ACTION)
*3 Self-assessment with 25 General enterprises

security expert
confirmation

*4 Third-party evaluation 44 Enterprises handling
by accredited assessor sensitive data, critical
supply chain roles, or
high-connectivity
environments

*5 To be defined (FY2026 TBD Highest assurance level
onward)

Evaluation criteria align with NIST CSF 2.0 and cover six domains: governance, supplier management,
risk identification, system defense, attack detection, and incident response/recovery.

Key characteristics:

Evaluation scope covers IT infrastructure (including cloud); OT systems and embedded products are
explicitly excluded and covered by separate frameworks

%3 emphasizes “explainability” — organizations must maintain evidence that controls operate, not
just that they exist on paper

4 adds requirements around breach containment, lateral movement prevention, and business
continuity

Evaluation results are expected to be publicly listed, creating market incentive

A new “Cyber Security Otasuke-tai Service” (new type) will support SME %3/%4 certification at
accessible cost

System configuration implications (#3):

Maintain an up-to-date IT asset inventory

Configure centralized log collection and retention

Enforce access control with role-based permissions

Implement endpoint protection across all managed devices

Document and test backup/recovery procedures

Maintain evidence of control operation (logs, screenshots, audit reports)

Additional for % 4:

Implement network segmentation to limit lateral movement
Deploy intrusion detection/prevention systems (IDS/IPS)
Conduct regular vulnerability assessments

Establish business continuity and disaster recovery plans
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Engage accredited third-party assessor for formal evaluation

Comparable international frameworks: UK Cyber Essentials / Cyber Essentials Plus (closest structural
analog), US CMMC (similar tiered assessment concept for supply chains)

Resources:

METI establishment policy (finalized, March 2026): https://www.meti.go.jp/press/2025/03/
20260327001/20260327001.html

METI interim summary (April 2025): https://www.meti.go.jp/press/2025/04/20250414002/
20250414002.html

% 3/%4 requirements and evaluation criteria (Excel): attached to the establishment policy press
release above

Government Sector

Common Standards on Cybersecurity Measures for Government Agencies

Issuing body: Cybersecurity Strategic Headquarters (CSHQ) and National Cybersecurity Office (NCO,
formerly NISC)

Scope: Government agencies and related entities

Status: Mandatory for government; reference for private sector

Update cadence: Revised when the national cybersecurity strategy is updated

A unified framework defining baseline cybersecurity measures for government entities. Private organi-
zations that contract with government agencies often reference these standards voluntarily.

System configuration implications (for government contractors):

Meet or exceed the security baselines defined in the Common Standards

Implement information classification and handling procedures

Configure systems to support government audit and inspection requirements

Confirm data residency requirements are met (government data may have Japan-residency oblig-
ations)

Resources:

NISC/NCO English overview: https://www.nisc.go.jp/eng/
Google Cloud NISC mapping: https://cloud.google.com/security/compliance/nisc

IoT and Product Security

Japan Cyber STAR (JC-STAR)

Issuing body: METI

Launched: March 2025 (STAR-1)

Scope: Consumer and industrial IoT products
Status: Voluntary labeling scheme
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A four-tier IoT security labeling scheme harmonized with international standards (ETSI EN 303 645,
NISTIR 8425):

Level Description
STAR-1 Unified baseline for all IoT products
STAR-2  Product category-specific (in development)
STAR-3  Product category-specific (in development)

STAR-4  Product category-specific (in development)

Procurement implications:

When evaluating IoT devices for client environments, prefer JC-STAR labeled products

STAR-1 compliance indicates baseline security hygiene (default password changes, firmware update
capability, secure communication)

Include JC-STAR certification status in procurement checklists

Resources:

METI announcement: https://www.meti.go.jp/english/policy/safety_security/cybersecurity/index.
html

Sector-Specific Guidelines

Healthcare
Guidelines on Safety Management of Medical Information Systems — Ministry of Health, Labour
and Welfare (MHLW)
Guidelines for Information Processing Service Providers Handling Medical Information — METI
Guidelines on Management of Medical Information by Cloud Service Providers — Ministry of
Internal Affairs and Communications (MIC)

Healthcare clients must comply with all three sets of guidelines when handling medical information in
cloud or outsourced environments. Key requirements include patient data encryption, access audit trails,
and strict data residency controls.

Critical Infrastructure
The Cybersecurity Policy for Critical Infrastructure Protection defines 15 sectors requiring enhanced
security measures:

Energy

Telecommunications

Transportation

Water services

Finance (covered separately above)
Healthcare (covered separately above)
Government services
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And others

Each sector has its own supplementary guidelines. Critical infrastructure operators should identify their
sector designation and review the applicable supplementary requirements.

Space Systems
Cybersecurity Guidelines for Commercial Space Systems (v1.1) — METI

OT/Industrial Control Systems
OT Security Guidelines for Semiconductor Device Factories (draft, 2025) — METI
ICSCoE training programs — IPA Industrial Cyber Security Center

OT environments are explicitly excluded from the SCS Evaluation Framework. Organizations with both
IT and OT systems need separate compliance tracks.

Key Organizations

Organization Role Website
NCO (National Cybersecurity National coordination, https://www.nisc.go.jp/eng/
Office) government standards
METI Industrial sector cybersecurity https://www.meti.go.jp/english/
policy
IPA Guidelines, tools, training, https://www.ipa.go.jp/en/
certifications
FSA Financial sector supervision https://www.fsa.go.jp/en/
FISC Financial sector security https://www.fisc.or.jp/english/
guidelines
MIC Telecommunications, cloud https://www.soumu.go.jp/english/
security

Professional Certification

Registered Information Security Specialist (RISS)
Administering body: IPA

Established: October 2016

Status: National qualification

Japan’s national qualification for cybersecurity professionals, established under the Act on Facilitation
of Information Processing. Relevant when clients require certified security personnel on engagement
teams or when advising clients on staff qualifications.
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Comparison with International Frameworks

Japanese Framework

FISC Security Guidelines

METI/IPA Cybersecurity
Management Guidelines

NISC Common Standards

JC-STAR

SCS Evaluation Framework

IPA SME Guidelines

eSolia Service Alignment

Comparable International Stan-

dard

PCI-DSS + FFIEC (financial
sector)

NIST CSF, ISO 27001
(governance focus)

FedRAMP, government-specific
controls
ETSI EN 303 645, NISTIR 8425
(IoT)

UK Cyber Essentials, US CMMC

CIS Controls (basic)

How eSolia service offerings address framework requirements:

Work Share/ 2#+%8 — v20260416B | PDF/A-2b (ISO 19005-2)
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Key Difference

FISC is broader — covers facility
security, not just data

Less prescriptive than NIST;
focuses on management
principles

Mandatory for government only;
private sector use is voluntary

Harmonized with EU/US
standards; mutual recognition
possible

Newer; builds on existing
SECURITY ACTION base; %3/%4
launching FY2026

Simpler entry point; SECURITY
ACTION scheme adds self-
declaration
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Framework Requirement

Ongoing monitoring and incident
response
Security gap assessment
Audit logging and SIEM
Access control and identity
Employee security training

Vulnerability management

SCS %3/%4 evaluation prep

Incident response planning
Business continuity

Network segmentation

Japanese Cybersecurity Frameworks and Guidelines

eSolia Service

TotalSupport

Security Assessment

M365/Cloud Management

M365/Entra ID Management

Training Services

TotalSupport + Assessment

Security Assessment

Consulting

Consulting + TotalSupport

Network Management

Framework Revision Tracking

Framework Current Version Last Checked
FISC Security Guidelines 13th Edition (Nov 2025) 2026-04-15
FSA Supervision Current 2026-04-15
Guidelines
METI Cybersecurity v3.0 (Mar 2023) 2026-04-15
Management
IPA SME Guidelines Current 2026-04-15
SCS Evaluation Establishment policy 2026-04-15
Framework (Mar 2026)
NISC/NCO Common Current 2026-04-15
Standards
JC-STAR STAR-1 (Mar 2025) 2026-04-15
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Typical Activities

Alert triage, incident escalation,
monthly reporting

Framework-specific gap analysis,
remediation roadmap

Unified Audit Log configuration,
retention policies, alert rules

Conditional access policies, MFA
enforcement, role-based access

Annual security awareness,
phishing simulation
Patch management, vulnerability

scanning, remediation tracking

Self-assessment support,
evidence gathering, expert
confirmation

CSIRT establishment, playbook
development, tabletop exercises

BCP development, backup
verification, DR testing

VLAN configuration, firewall rules,
micro-segmentation

Next Expected Update
~2027-2028

Revised periodically

v4.0 expected
~2026-2027

Updated periodically

w3/%4 launch late
FY2026

Follows national
strategy cycle
STAR-2-4 in
development
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Organizational change note: In July 2025, NISC (National center of Incident readiness and Strategy for
Cybersecurity) was reorganized as the NCO (National Cybersecurity Office) following the Active Cyber
Defense Act. References to “NISC” in older documents now point to NCO.

Notes

Most Japanese frameworks are voluntary but carry significant weight — deviation requires justifica-
tion during audits or regulatory review

English translations exist for major frameworks but may lag behind the Japanese versions by months
The SCS Evaluation Framework (#3/%4) targets late FY2026 for application acceptance; evaluation
guides and implementation examples are expected around autumn 2026; %5 criteria will be devel-
oped separately in FY2026 and beyond

When multiple frameworks apply (e.g., a financial institution that is also part of a supply chain), the
most restrictive requirements from each framework take precedence
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours  Monday-Friday, 9:00-18:00 JST
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