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Summary

WiFi throughput on the JAC corporate SSID had degraded from approximately 300 Mbps at initial
deployment to 6-7 Mbps as reported by the client’s reporting manager. eSolia conducted a systematic
investigation, identified multiple contributing factors, and applied targeted fixes. After all optimizations,
throughput has been restored to 170 Mbps on 5 GHz for Windows devices and 499 Mbps for iPhone on
6 GHz — representing a 24 X improvement over the reported baseline.
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Problem Description

Users on the JAC corporate WiFi network reported significantly slow internet performance. The client’s
reporting manager confirmed WiFi speed test results of approximately 6—7 Mbps, though details of which
device, band, or access point were not recorded at that time. eSolia’s own diagnostic testing confirmed
download throughput of approximately 7 Mbps over WiFi, compared to approximately 700 Mbps for
wired connections on the same network — a 99% reduction. The issue affected all WiFi clients and all
access points.

At the time of initial deployment (go-live), WiFi throughput was measured at approximately 300 Mbps,
and streaming services functioned without issue across multiple test devices.
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Root Cause Analysis

The investigation identified two primary contributing factors.

1. Excessive security inspection overhead

The FortiGate firewall policy governing WiFi-to-internet traffic had eight security inspection profiles
enabled simultaneously, including antivirus scanning, intrusion prevention (IPS), VoIP inspection, and
file filtering. While these profiles provide value when deep packet inspection is active, the current SSL
inspection mode (certificate inspection) does not decrypt traffic. As a result, four of these profiles were
consuming CPU resources without providing meaningful security benefit. This CPU overhead dispropor-
tionately affected WiFi traffic due to the way the FortiGate processes wireless sessions compared to
wired sessions.

2. Client band selection

Without active guidance from the access points, many client devices were connecting on the 2.4 GHz
band instead of the faster 5 GHz or 6 GHz bands. The 2.4 GHz band has significantly less available
bandwidth and is more susceptible to interference in an office environment. With six access points on a
single floor, co-channel interference on 2.4 GHz further compounded the problem.
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Changes Applied

All changes were applied on April 2, 2026 and are immediately effective.

Security Policy Optimization

Four security profiles that provided no effective protection under the current inspection mode were
removed from the WiFi internet access policy. The remaining profiles — web filtering, application control,
and DNS filtering — continue to provide active protection. There is no reduction in meaningful security
coverage.

Profile Status

Web Filter Active (unchanged)

Application Control Active (unchanged)

DNS Filter Active (unchanged)

SSL Certificate Inspection Active (unchanged)
Antivirus Removed (ineffective under certificate inspection)
Intrusion Prevention Removed (ineffective under certificate inspection)
File Filter Removed (ineffective under certificate inspection)
VoIP Inspection Removed (ineffective under certificate inspection)

WiFi Band Steering

Client steering features were enabled to guide devices toward the faster 5 GHz and 6 GHz bands. When a
device maintains a weak signal, the system will encourage it to reconnect to a stronger radio, improving
both individual and overall network performance.

5 GHz Channel Widening
The 5 GHz radio channel width was increased from 40 MHz to 80 MHz, effectively doubling the available
bandwidth per client on the 5 GHz band.

Automatic Channel Management

Automatic radio resource provisioning (DARRP) was enabled on the 2.4 GHz radios. This allows the
access points to automatically select the least congested channel, reducing co-channel interference
between the six access points. Channel optimization runs nightly between 1:00 and 1:30 AM to avoid
any momentary disruption during business hours.

Access Point Restoration

Two access points (JAC-431G-03 and JAC-431G-05) that had been physically disconnected during
previous troubleshooting were reconnected and confirmed operational. All six access points are now
active, distributing the client load more evenly and providing better coverage.
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Test Results

Before remediation (baseline)

Metric Value
WiFi download (client report) ~6-7 Mbps
WiFi download (eSolia confirmed) ~7 Mbps
Wired download (same policy) ~700 Mbps
WiFi performance vs. wired ~1%
iPhone connectivity Unable to load web pages on WiFi

Round 1: After security policy optimization

Test Device Band Download Upload
Natural Windows PC 5 GHz 160 Mbps 110 Mbps
connection
Forced 5 GHz Windows PC 5 GHz 160 Mbps 120 Mbps
Forced 2.4 GHz Windows PC 2.4 GHz 21 Mbps 24 Mbps
Natural iPhone Unknown Failed (0.7-16 -
connection Mbps fluctuation)

Round 2: After all optimizations (band steering, 80 MHz channels, AP restoration)

Test Device Band Download Upload
Natural connection ~ Windows PC 5 GHz 160 Mbps 190 Mbps
Forced 5 GHz Windows PC 5 GHz 170 Mbps 210 Mbps
Forced 2.4 GHz Windows PC 2.4 GHz 32 Mbps 21 Mbps
Natural connection iPhone 6 GHz (est.) 499 Mbps 113 Mbps

Improvement summary

Metric Before After Improvement
Windows 5 GHz download ~7 Mbps 170 Mbps 24 X%
Windows 5 GHz upload — 210 Mbps —
Windows 2.4 GHz download — 32 Mbps —
iPhone download Failed 499 Mbps  Fully restored
iPhone upload Failed 113 Mbps  Fully restored
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Ongoing Recommendations

iPhone connectivity resolved. During initial testing, an iPhone device was unable to reliably connect to
the JAC SSID. After enabling dual-band neighbor reports and client steering, the iPhone achieved 499
Mbps — the fastest result of all tests. No further action is required for iPhone connectivity at this time.

2.4 GHz performance expected to improve further. Automatic channel management (DARRP) was
enabled but has not yet completed its first optimization cycle (scheduled nightly at 1:00 AM). The
current 32 Mbps on 2.4 GHz should improve once the access points redistribute across non-overlapping
channels.

Future firmware planning. The current FortiGate firmware (v7.4.5) may have limitations in hardware
acceleration for WiFi traffic. eSolia can track this with Fortinet as needed and evaluate whether an
upgrade to FortiOS 7.6.x addresses the issue, which could yield additional throughput improvements.
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SSID Reference: JAC vs JAC2

Two corporate SSIDs are available for staff use. JAC is the primary network and should always be used
when possible. JAC2 is a hidden fallback network for older devices that cannot connect to JAC due to
its stricter security requirements.

Setting JAC (Primary) JAC2 (Legacy Fallback)
SSID name JAC JAC2
Visible in WiFi list Yes No (hidden — must be entered
manually)
Security protocol WPA3-SAE WPA2-PSK
Protected Management Frames Required Not required
H2E (Hash-to-Element) Required Not applicable
Available bands 2.4 GHz, 5 GHz, 6 GHz 2.4 GHz, 5 GHz, 6 GHz
Target devices Modern laptops, phones, tablets Older devices, printers, IoT, or any
(2020 and newer) device unable to connect to JAC
Password Provided separately Provided separately

Why JAC is strongly preferred

JAC uses WPA3-SAE (Simultaneous Authentication of Equals), the current enterprise-grade WiFi secu-
rity standard. JAC2 uses WPA2-PSK (Pre-Shared Key), which is the older consumer-grade standard
found on home routers. The security difference is significant:

WPA3-SAE protects each device’s connection individually, even when all users share the same pass-
word. An attacker who captures another user’s WiFi traffic cannot decrypt it. WPA3 also prevents offline
dictionary attacks — an attacker cannot record authentication handshakes and attempt to crack the
password later on a separate computer.

WPA2-PSK uses a shared key that is identical for all users. Any user who knows the password can
potentially capture and decrypt other users’ traffic on the same network. The authentication handshake
is also vulnerable to offline brute-force cracking.

For these reasons, all staff should connect to JAC unless their device is technically unable to do so.
JAC2 should be treated as a temporary workaround, not a permanent alternative.

Recommendation for older laptops

If alaptop cannot connect to the JAC network due to an older built-in WiFi chip, a USB WiFi 6E adapter is
a practical and cost-effective solution. These adapters typically cost JPY 6,000-JPY 8,000 and provide
full WPA3 support along with the faster speeds available on 5 GHz and 6 GHz bands. This allows the
device to connect to the more secure JAC network while also benefiting from improved throughput, and
is preferable to using JAC2 long-term. Contact eSolia to arrange procurement.

When to use JAC2: If a device cannot connect to the JAC network, or connects but experiences
persistent issues (such as repeated disconnections or failure to authenticate), try connecting to JAC2 as
a temporary measure. Since JAC2 is hidden, the SSID name must be entered manually in the device’s
WiFi settings. Contact eSolia if you are unsure which network a device should use.
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Environment Summary

Component
Firewall
Switch
Access Points
Internet

Floor

JAC WiFi Performance Investigation & Remediation Report

Details
FortiGate 121G (HA active-passive pair), FortiOS v7.4.5
FortiSwitch 448E-FPOE, v7.4.3
6 X FortiAP 431G, firmware v7.4.4
1 Gbps fiber
POLA 11F, single floor deployment

Client Confidential/ BEZ & 1ER — v20260402C | PDF/A-2b (ISO 19005-2)

20/21



\‘@ eSOIia JAC WiFi Performance Investigation & Remediation Report

Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email rick.cogley@esolia.co.jp
Web https://esolia.co.jp/en

Hours Monday-Friday, 9:00-18:00 JST
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