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Prepared by: eSolia Inc.

Date: 17 March 2026

Site: japanactivationcapital.com

Status: Advisory — recommended actions

What Is Happening

External parties are sending emails to your organization using your CEQ’s display name (Ki%x 547) as

the sender name, but from throwaway email addresses (e.g., rtstyjvxw@hotmail.com), The emails
request that recipients share personal LINE contact information, attempting to move communication to
an unmonitored channel.

This is a display-name impersonation attack (a form of Business Email Compromise). The attacker does
not have access to any internal account. They are exploiting the fact that most email clients prominently
display the sender’s name rather than the actual email address.

Why Existing Protections Do Not Help

Your domain’s SPF, DKIM, and DMARC records are correctly configured and protect against direct spoof-

ing of @japanactivationcapital.com . However, these protections only apply when someone forges
your domain in the From address.

In this attack, the sender uses a legitimate external address ( @hotmail.com). Hotmail’s own SPF and
DKIM pass authentication checks. From the email system’s perspective, the message is a valid email
from a real Hotmail account — it just happens to have the CEQ’s name in the display name field. No
authentication mechanism blocks this by default.

Recommended Actions

Allrecommendations below use features included in your Microsoft 365 E5 licenses at no additional cost.

1. Enable Anti-Impersonation Protection (Defender for Office 365)

This is the direct fix. Microsoft Defender for Office 365 (included in E5) can detect when an incoming
email’s display name closely matches a protected user — such as the CEO or other executives — and
automatically quarantine or flag the message.

Configuration: - Open the Microsoft Defender portal = Email & collaboration — Policies & rules —
Threat policies » Anti-phishing - Edit the default policy (or create a new one) - Under Impersonation
- Users to protect, add the CEO and other key executives by name and email address - Set the action
to Quarantine the message for user impersonation - Enable Show tip for impersonated users so
recipients see a warning banner

Potential downside: If anyone external legitimately shares the same name as a protected executive,
their emails will be quarantined. An IT administrator must review and release them. For an uncommon
name this is rare, but it can occur with vendors or partner contacts. Each false positive requires a few
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minutes of IT review. New executives must also be added to the protected list manually — if someone
joins or leaves, the list needs updating.

User impact: None. Quarantine review is handled entirely by IT. End users see no change to their
workflow unless a legitimate email is delayed by quarantine review.

2. Designate Priority Accounts

Microsoft 365 E5 includes Priority Account Protection, which applies enhanced mail-flow analysis
and stricter heuristics to emails involving designated VIPs. This catches sophisticated impersonation
attempts that standard policies might miss.

Configuration: - Open the Microsoft Defender portal - Settings -~ Email & collaboration — User tags -
Add the CEO, CIO, and other executives to the Priority account tag - Priority accounts receive enhanced
detection, dedicated reports, and additional filtering

Potential downside: None for end users. This is entirely server-side — enhanced scanning with no
change to anyone’s workflow. IT receives more granular reports for priority accounts, which is a benefit
rather than a burden.

User impact: None. Invisible to all users.
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3. Enable External Sender Identification
Mark emails from outside the organization so staff can distinguish internal messages from external ones
at a glance. Three implementation options are available, ranging from most visible to least intrusive:

Option A — Append [External] to subject line (transport rule)

Every external email gets [External] appended to the subject. Straightforward and works in all email
clients.

Open the Exchange admin center — Mail flow - Rules

Create a rule: if the sender is outside the organization, append [Externall to the subject line

Option B — Outlook external sender banner (recommended)

Outlook displays a subtle info bar at the top of external emails: “This sender is outside your organization.”
The subject line is not modified. Available in Outlook for Microsoft 365 (desktop app and Outlook on
the web).

Open Exchange Online PowerShell and run:
Set-ExternalInOutlook -Enabled $true

Or configure via the Exchange admin center — Mail flow — External sender identification

Option C — HTML disclaimer banner (transport rule)
Append a colored warning banner to the top of the email body (not the subject line). Works across all
clients but adds visual clutter to every external message.

Potential downside: Option A modifies every external subject line, which some users find cluttered
— especially staff whose communication is predominantly external. Option B is the least intrusive: the
banner appears only when reading the email, and the subject line stays clean. Option C is visible but
adds bulk to every message body.

User impact: Depends on option chosen. Option B has the lowest friction. All options affect every
external email, not just suspicious ones — there is no way to selectively tag only impersonation attempts
at this layer.

4. Create a Display-Name Transport Rule

For additional protection, create a mail-flow rule that specifically targets external emails whose display
name matches key executives. This is narrowly targeted — it only fires for emails that match the protected
names.

Configuration: - Open the Exchange admin center — Mail flow — Rules - Create a new rule: - Condition:
The sender is located outside the organization AND the From header contains “Xi5 1547” (add variations
as needed) - Action: Append a disclaimer: “This email was sent from outside the organization. Verify
the sender’s email address before responding.” / Redirect to quarantine for IT review - This catches

impersonation even if the attacker changes the email address

Potential downside: Same false-positive scenario as Action 1 — a legitimate external contact who
shares the executive’s name will be flagged. Since this is layered on top of the anti-impersonation policy,
it provides belt-and-suspenders coverage. The maintenance requirement is the same: update the name
list when executives change.

User impact: None for most users. Only affects emails that match the specific executive name patterns.
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Summary: Protection Coverage and Trade-offs

Protection
SPF/DKIM/DMARC
(existing)

Anti-impersonation
policy (new)

Priority Account
Protection (new)

External sender
tagging (new)
Display-name

transport rule (new)

What It Catches

Direct domain spoofing

Display-name
impersonation from
external addresses

Sophisticated
impersonation of
designated VIPs

All external emails
clearly labeled

External emails
matching executive

User Impact

None

None (IT handles
quarantine)

None (invisible)

Visible on every external
email

None (IT handles
quarantine)

CEO Display Name Impersonation: Analysis and Recommended Protections

Pushback Risk

Already in place

Low

None

Medium (Option A), Low
(Option B)

Low

display names

Our Recommendation

If adopting all four measures feels like too much change at once, we recommend implementing them in
priority order:

1. Anti-impersonation policy — the direct fix for the current attack, no user impact
2. Priority Account Protection — invisible, no user impact, enhanced detection

3. Display-name transport rule — targeted protection, no user impact

4. External sender tagging (Option B) — broad awareness, lowest-friction approach

Actions 1-3 are invisible to end users and address the specific CEO impersonation attack. Action 4 is a
general awareness measure that helps with all forms of external social engineering, but it is also the one
most likely to generate user feedback.

Cost

All recommended protections are included in Microsoft 365 E5 licensing. No additional licenses or
subscriptions are required.

Recommended Timeline

Action Priority Effort
Enable anti-impersonation policy Immediate 30 minutes
Designate priority accounts Immediate 15 minutes
Create display-name transport rule This week 30 minutes
Enable external sender tagging (Option B) This week 15 minutes
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User Guidance

Until these protections are in place, advise all staff:

Always check the actual email address (not just the display name) before responding to any request
The CEO will never ask for personal LINE QR codes or other personal contact information via email
Forward any suspicious emails to IT for review rather than replying or clicking links
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours  Monday-Friday, 9:00-18:00 JST
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