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Guide for configuring enforced TLS email encryption between Japan Activation Capital and The Bank of
New York Mellon (BNY).

Background

BNY requires all partner organizations to establish Enforced TLS (ETLS) for email communication.
Enforced TLS ensures that every email exchanged between your organization and BNY is encrypted in
transit. If TLS negotiation fails for any reason, the email is rejected rather than delivered unencrypted.
This protects sensitive financial communications from interception or tampering.

This is standard practice across custodian banks and financial institutions globally, and aligns with FSA
security expectations for electronic communications.

What this means for your environment

Your email is processed directly through Microsoft 365 Exchange Online, which already holds valid public
X.509 V3 certificates managed by Microsoft. You do not need to purchase, install, or manage any digital
certificates. Microsoft handles certificate renewal automatically.

The only configuration required is an outbound partner connector in Exchange Online that forces TLS
encryption specifically for BNY’s domains.
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Configuration scope

Item Value
Your domain japanactivationcapital.com
Your MX record japanactivationcapital-

com.mail.protection.outlook.com
Mail platform Microsoft 365 Exchange Online

Certificate required No (Microsoft manages this)

BNY domains to configure (all six must be included):

Domain
bnymellon.com
bny.com
pershing.com
mellon.com
bankofny.com

walterscott.com

Step 1: Create the outbound partner connector

This connector tells Exchange Online to require TLS encryption when sending email to any of BNY’s
domains.

=

Sign in to the Exchange Admin Center at https://admin.exchange.microsoft.com
Navigate to Mail flow —» Connectors

Click Add a connector

Set the connection from Office 365 to Partner organization, then click Next

Name the connector: BNY Enforced TLS

Add a description: Forces TLS encryption for all email to BNY domains

Under Use of connector, select Only when email messages are sent to these domains

Add each of the six BNY domains listed above

Under Routing, select Use the MX record associated with the partner’s domain

Under Security restrictions, enable Always use Transport Layer Security (TLS) to secure the
connection and select Issued by a trusted certificate authority (CA)

11. Click Next, review the settings, and save

oSN o a0k wd

=
©

After creating the connector, Exchange Online sends a validation email. The connector may show a
warning if validation cannot reach BNY’s servers immediately — this is expected before BNY has config-
ured their side.
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Step 2: Complete the BNY Boundary Encryption Form

BNY provided a form that eSolia will help you fill out. The information needed:
Section 2 (Company details):

Company name, address, and technical contact information
A test email address at japanactivationcapital.com for post-enforcement verification

Section 3 (Technical details):

Field Value
Domain Name japanactivationcapital.com
Mail Host Server japanactivationcapital-

com.mail.protection.outlook.com
Mail Delivery Method MX
Mail Host Software Office 365

Return the completed form to your BNY Relationship Manager (not directly to BNY’s technical team).

Step 3: BNY enforcement and testing

BNY processes new TLS partnerships on Friday evenings US Eastern Time (approximately Saturday
9:15 AM JST during US daylight saving time, April through October). The last week of each month is
excluded due to month-end processing.

Note: BNY’s documentation states “8:15 PM EST,” but during April through October the US is on
Eastern Daylight Time (EDT, UTC-4), not EST (UTC-5). Please confirm the exact activation time
with your BNY Relationship Manager when submitting the form.

After BNY activates enforcement:

1. BNY sends a test email to the address you provided in Section 2
2. Reply to confirm receipt
3. BNY verifies TLS encryption by checking the email headers

Once confirmed, enforced TLS operates automatically on all email between your domain and BNY’s six
domains. No action is required from individual users.
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Timeline
Milestone Target
Connector configuration Mid-April 2026
Form submission to BNY Mid-April 2026
BNY enforcement activation Late April 2026 (Friday evening EST window)
Verification complete Same weekend as activation
Deadline May 2026

What to expect after activation

Enforced TLS runs silently in the background. Users send and receive email to BNY addresses exactly as
before, with no additional steps required. The only behavioral difference: if a TLS negotiation fails (rare,
but possible during server maintenance), the email will bounce with a non-delivery report rather than
delivering unencrypted. This is the intended safety behavior.
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email rick.cogley@esolia.co.jp
Web https://esolia.co.jp/en

Hours Monday-Friday, 9:00-18:00 JST
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