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eSolia INTERNAL — Not for distribution outside eSolia

eSolia B%t7 7+~ kT Microsoft Purview Data Loss Prevention ZER S 27D X7 F/IN1 A7 TF
IBEETY, BHRFRHDIRILE, eSoliaX—AS1 25 )—=)b, AP Ta v ITA—/)\—L 1 418, iZERUL
7=SMBIEH (EMFPEBREMR. BET/\1 FHH) #H/N\—-UFT, 7T —XEMAHT 4~6 BEICEH
2. At 6~10 FEOEEZRAATLLIZSE W,

e RSY: I

DS TwE eSolia-Purview-DLP-Baseline-Policy-Reference-INTERNAL-20260411-ja.md (I4q]
ZRBEIDOVIZLYR)DITESHPHTIARTY, FRUY—OBERICOVWTIEFEICU T 7L Y 2 &FHAT
ISV, AXEF, eSolia T+ MFED T U w V)V, IEFEIREREE. BEIBFICTI A —HDAULTWET,

INEBIZED .

Compliance Administrator & Security Administrator A—JLhM{IS I N-EBE7HU Y M PIM %A
fFoTW\WBIEAIF activate EHTHD &
Microsoft Purview iR—#% )l ( https://purview.microsoft.com) M{EFEtw > 3>, eSolia T+~
ROYTFFRAMIEREZEHTH D E (URL |T tid=436f19ac-627e-4ecl-bfch-7404d06a5b46 )
PowerShell "X %< >, Microsoft Graph & ExchangeOnlineManagement € a2 —JLht1 > X
h—ILEH (BHERMRIER T v T TER)
MEERAEYYa>ICN 0. ZOEFBEMICHDD 7T —ABITEFa—ZVI0F v o~ VY
FARNBAA-Y=FHAI I N1D, EREVOT ATV MEIFHIIC, B DEEINZ5X T ICRIET D
e
ZHRRAOA-IITIO 2Ty a—)b 1 HEICHRFEHRIEE 7 T —X 1 (audit mode) ZZEfE (90 7). 28
& Activity Explorer Z#3%2, 14 HBEIC 7 = —X 2 (notify mode) ZZEH (30 9), =5IC 2 BREEERLT
BRES. 28 HEICZ7 =—X 3 (enforce) =M (30 TS RA—H—ADEM). ZNURIEEEER-,
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7 x—X0 : BERHFOREL

CNRRFEBNT RS, Purview REITAMT 3READEE AL B, ENDRHRRADNELSNTND
BURARDICEBIGBLENTVED > EVWS EDTY, RILF 15~20 HTHEH. 7/0y J DI
AEHILET.

Step 0.1: 51> A %R

Connect-MgGraph -Scopes "Organization.Read.All","Directory.Read.All"
Get-MgSubscribedSku | Select SkuPartNumber, ConsumedUnits,
@fN='Enabled';E={$_.PrepaidUnits.Enabled??

LHELEEUTFOVFNINRZ BT TT :

SPE_E5 (Microsoft 365 E5)
INFORMATION_PROTECTION_COMPLIANCE (M365 E5 Compliance 7 RAY)
M365_E5_INFO_PROTECTION_GOVERNANCE (M365E5IP&G 7 RAY)

ENBRV, FRFEHLELARBRS, CCTERIELET, X—XF 1 VIF E5 LAR)LD Information Protection
BEEZRIIRICLTWVWE T, TNRULTH—EF (BA SIT. F&) sensitivity label. EA DLP) [FEHETEET
H\ endpoint DLP. trainable classifier. auto-labeling. Insider Risk Management h"fEX F A, N—2
4 Y OMEDOKEAHEDONET,

eSolia B BDEIE : 2026 FIRE. Uw o E—EOERE - ITHY I —MESZFH->THEDH., ZOMD =
FYITIEEI T, R=RSAVRUY—ETF Y MOBRT 2O NTERESD EFtHA, T RI—H—
it BONENDEEDS 1Y ANMETY : sensitivity label (FENEMA F E3 T+45. auto-labeling &
E5). endpoint DLP (E5) 7% &, E3 A—H'—Tsilentfail 92RY—Z2EHULBVWLS, I—F—BMD
Y AHNEZELLTEWNWTLIZEEL,

Step 0.2: Endpoint DLP F/IX\1 REZ5 ') 2 T Hh7 > h iR
Purview IR—%JL T :

1. Settings (5 LODEEY 1 >) - Device onboarding - Devices

2. 'Turn off Windows device monitoring] & ITurn off macOS device monitoring] NERRINTL)
DR (ATIKTBIRIVNRZBZDEVWS T EF REAVICHE-2TWS, [Turnon-+] AR X2
B5A7T)

3. macOS EZH VY I A T7x5, [Turn on macOS device monitoringl =2 'Jw o L. BMLEXT
BRA 30 2fFD

4. B9 D Mac ( ESO-LYXN42490K F 7z (FIRTEDT/\1 2Z) MT/\1 21 2 MMTERR SN, Configuration
status = Updated. Endpoint DLP status = Enabled IC%>TW\3 C & &R

B2 DO Mach U Z b IcEWVWHD, B2 TRWVWIEBESGEF. CZTELELULT
eSolia-Defender-macOS-DLP-Troubleshooting-Runbook-INTERNAL-20260410-ja.md TIEIELTLIEE
W\ BATYICIE. 27 /N1 DA ViR— RENCDLP R ¥ —ZRATEX Y, REFO T Ty MMIFITER
INET, 2L, AN enforce ICHIDBZXBRIIC. DRR<ED 1 ABDRERT/\A A THRIELT2L\,
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Step 0.3: Advanced Audit BEMHIED

Connect-ExchangeOnline
Get-AdminAuditLogConfig | Select UnifiedAuditLogIngestionEnabled

True ZIRIANETY, False DIFHIFEML :
Set-AdminAuditlLogConfig -UnifiedAuditLogIngestionEnabled $true

TN LT TEHETIN ARY NORDIAHDIRE D T TRKR 24 FENND XTI, I TILAVYBZSMAEL
Z<TRL,

Step 0.4: Pay-as-you-go billing 'V > U OFESR (IEE/ZHHELE)

Purview 7R—%JL T : Settings = DLP - Billing, @D /\F—T Azure Y 720U >3 >DU >V UhH
BEERTINES, VY IDERICIE->TLIEEIL, eSolia D=5 ¥ TlEF DIV —IVIT pay-as-you-
g0 [FHERICIFARETT A, FLHD Purview #8E (advanced classification, EDM. —BBDEENL) 13 >
2712 U Tl silent no-op ICD £T, BMBICKRDENCERE U TH MEHLHD £T,

Step 0.5: eSolia SNV BERDIESD £ 1 IZ1ER
N—=2Z4 7 IE 7 ED sensitivity label 73EARZRIRICLTVWET, RRZHER !

Connect-IPPSSession
Get-Label | Select DisplayName, Identity, ParentlLabelDisplayName | Sort DisplayName

eSolia Tlk. T 7 DOB|SNIAEET D (FFERLES ELTND) BT T

BxE PIER F&m# (EN) &% (JA)
0 eSolia-Public Public o —p
1 eSolia-WorkShare Work Share EBHE
2 eSolia- Commercial Papers R R
CommercialPapers

3 eSolia- Protected Internal AR
ProtectedInternal

4 eSolia- Client Confidential R EISIR
ClientConfidential

5 eSolia- Confidential =

Confidential
6 eSolia-Restricted Restricted 1A

INSHEE LRWSEIE. Purview /K—% )L - Solutions — Information Protection — Labels - Create
alabel TR LT EE WV, BN TUTZR

EN & JA DB DFRTE (BAERFERROD Office 25 1 —Y —ICIIBARERIRRIND)
BAY A=Y J%55BT 35 MEEDYV-IFvTS
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Confidential & Restricted @ BES{LERE (Microsoft-managed key. 77 # JU h THEMADE 1 —H—)
mIFIchES1t)

Restricted @ AYFWI—=F209 : ANy —FTF 2 [Restricted / #l# — eSolia INTERNAL]
Endpoint data protection (Sl & DLP )L —)l7%=iEkt I 2EELLS)

T 7AIERAX=)JVAD auto-labeling — FHAFH T, SNILFERICEMLET S

ZD#%. Purview ;R—% )l = Solutions = Information Protection - Label policies - Create policy T2

o 7DDININIRTaedl——ITAR L. eSolia-ProtectedInternal ZFHRF 1 XY hDFT T #
WIKNICERE U, INIF D> T L — REFIC justification ZEK U X T,

BE: L0 7 BENMEARIT eSolia Standards MCP ICXE1LEMR TT, ARF a2 AV MNMIFDIE
LRESIR U TWEY, Standards MCP THEARNEF NEESIF. CDOZ Y Tvobveaht
TEHF LTI,

Step 0.6: H'i— KA Entra ID V)L —7 DYERL
CDZVTYIREWONMDEF2UT s IIN—TE2BRUET, 7T —X 1FHBAIIC EntraID TER LT
<&V, IAT assigned (dynamic Tld7x\L)). security 51 7 :

eSolia-DLP-Bypass-Documentation — B> FIREIERESO RFaA XY NEERTINELNGH D
A—Y— XI=FTTaVJ - AVTIVF—LEBDZEMN,

eSolia-DLP-Finance-Exception — &7 — ¥ ZEHICHATRS I—H—, BB - BBy v T &E
o

eSolia-DLP-Legal-Exception —E#F7> FL — N EEBNEZESE IS 1Y - FELE1—&F
EE=ZEM.

eSolia-Departing-Employees — X[ (FZE, BE@EMAHI NS T HR AEIRT D, HR D
offboarding F v U 2 MMTEEE.

eSolia-MNPI-Authorized — HHEFZE, eSolia [FIRIRBZ 5 < MNPI ZEZERDIZVLH FHERD =6
FESETH,

&I\ —TDEM%Z description 7« —JU RICEER U FEROBEENRBREFEEIT 200N D LS I LT
AN

T7x—X0P1UFTFzVv IV

T —X1ITEDHNIT, UTFIRNTEHER -
DB EHEBREL -V —ICES £RAZFD 1Y AN H D & &R
omacOS TI\NA ZEZS VY INAY T D1ia<EEH 1 ED Mac h¥ Purview T Updated KRS
oWindows T/N\1A REZH UV IH A Y ((REWRD Windows 7/\41 X' eSolia ICH B IHE)
o Advanced Audit DEXD IAHHERN
0 Pay-as-you-go billing \J > OhEEEEH (FIFIREDO X I—TFTIFARE EHIIA)
07 BSNIVDBERMEFEL. EN & JAMBDERIAEY h&N, Confidential & Restricted ICHES
(BN ERTER
g INIRIY =7 DDOIN)EEI—F—(ICAH
o520 EntralD T+ a2 TF«JI)L—7F (Bypass-Documentation. Finance-Exception. Legal-
Exception. Departing-Employees. MNPI-Authorized) hMERE M
OERFEVEFNDTRANI—S—THI Y N RE
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o Defender for Endpoint A% T DLP A' active 7& Mac IC7 VA TED
IRTF v oI WES, 7T —X 1 NED,
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T7x—X1:R=2A54 2)b—=)% audit mode TERH

T—=Ib i IRTDI— )71 —5 =87 LD audit mode TERET D, Activity Explorer T 14 HEI<w F
BEHRTD, 7T—X10EDDIFE B —IHAEPOTZA NIV TV TEYICHENT D EZIRIE L. &
77> ICd DRI T RN E false positive EFIAT—D U AN TEEE,

FrERFBEOEZ  FIEIRERT 60~75 7,
Step 1.1: ¥ 57 REREHEERDIFEI — I

Purview IR—% )l = Solutions = Data Loss Prevention = Policies = Create policy.

Category: Custom
Template: Custom policy
Name: eSolia Baseline - Cloud Credential Protection

Description: TAPI F—, SSH +— EHiXF5. 757 RERELIEHRE®RE UE I, X—JU. SharePoint,
OneDrive, Teams. ITY RiRA Y 7O 3 VIEHATORIAY—I Ly hOBREBEHTET.]
Admin units: None (77~ h2{&ICER)

Locations: ON [C9 % : Exchange email. SharePoint sites. OneDrive accounts. Teams chat and
channel messages. Devices, ZNLNIEA T DERE,

Define policy settings: Create or customize advanced DLP rules

INext] Z2Jw O ULTI=IVIFT 1 IiEdH. [Create rulel

W—=IIF«5T:

Name: Detect cloud credentials
Conditions = Add condition = Content contains = Add - Sensitive info types
UFIRTZEMN (RIEBZ2 ')y 2 ULTIL—IVITEN :
Azure Storage Account Key
Azure Storage Account Key (Generic)
Azure Service Bus Connection String
Azure IoT Connection String
Azure SQL Connection String
Azure DocumentDB Auth Key
Azure Publish Setting Password
Amazon S3 Client Secret Access Key
Amazon AWS Access Key ID
Google API Key
JSON Web Token
SSH Private Key
General Password
Confidence level: Medium (77 )L K)
Instance count: 1 to Any
Actions - Add an action:
Restrict access or encrypt the content in Microsoft 365 locations - 77 # )L hDEF (audit
mode TIFHlIR%E L)

Protected Internal/ #tPA—f% — v20260411E | PDF/A-2b (ISO 19005-2) 9/48
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Audit or restrict activities on devices » ER U TUTZERL : Upload to a restricted cloud
service domain or access from an unallowed browser. Copy to clipboard. Copy to a USB
removable device, Z11Z 1 Audit only |CERTE,

User notifications: 7 T —X 1 Tld OFF

User overrides: 7 T —X 1 Tl OFF

Incident reports: 7 X FEIEE X — )L ICEEBLE TIEE, [Choose what to include in the report] %

Uy O ULTIRTFIVY,

Additional options - Rule priority: 0 (&)

W= %zRE

RI)Y—IF 4 FICE-T:

Set policy mode: Run the policy in test mode = [Show policy tips while in test model] OFF (7 = —
21 TlR@ERZ L)
Submit and review = Submit

R —h¥Policies IJ 2 kT [Test (without notifications) | D R 7 —4 A TRRSINE I, CHhdaudit-only
ICHALEXRT,

Step 1.2: Sensitivity label enforcement JL—JI
BURYY—ERE 70—,
Name: eSolia Baseline - Sensitivity Label Enforcement
Description: [eSolia sensitivity label A5 aNfza> 7>V DEDKFWIL—)L%Z enforce UE T,
Protected Internal. Client Confidential. Confidential. Restricted > 7>V & RNENGHELPEH)
MSIRE LTI,
Locations: Exchange email. SharePoint sites. OneDrive accounts. Teams chat and channel
messages. Devices
W—=IVIF« % - Createrule:
Name: Protected Internal label - block external sharing

Conditions: Content contains — Sensitivity labels - Protected Internal / #A—fi% (eSolia-
ProtectedInternal)
Conditions = Add group - AND — Content is shared from Microsoft 365 — with people outside
my organization
Actions: Restrict access (Microsoft 365 locations) = #EENO1I—F—0HTOwY &, Audit/
restrict on devices = Upload to cloud service: Audit only,
User notifications/overrides/reports: Step 1.1 &E U (7 T—X 1 TlEA 7. incident reports I&
Z)
W= zREF
BURUT—IC2 DEBDI—ILEEM :
Add rule » TConfidential label - tighter restrictions ]
Conditions: Content contains - Sensitivity labels - Confidential / ## (eSolia-Confidential)
Actions: AZHBEAETO WU (M365). T/V+ T Audit : Upload to cloud + Copy to USB + Copy to
clipboard + Print
Save

BURY>—Ic3 DEDI—IL7ZEM :

Protected Internal/ #tPA—f% — v20260411E | PDF/A-2b (ISO 19005-2) 10/ 48
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Add rule —» T[Client Confidential - protect client dataJ

Conditions: Content contains — Sensitivity labels - Client Confidential / EBREMEBIR (eSolia-
ClientConfidential)

Actions: AZHBAETO WU (M365). T/U« X T Audit : Upload to cloud + Copy to USB + Print
Save

BURUT—IT4DBEBDI—IL BN :
Add rule —» T[Restricted - maximum protection]
Conditions: Content contains = Sensitivity labels - Restricted / #®# (eSolia-Restricted)
Actions: AZHBEAETO WU (M365). T/V+ 2T Audit : Upload to cloud + Copy to USB + Copy to

clipboard + Print + Copy to network share + Access by unallowed apps
Save

R ¥ —F— R%& Test without notifications ICE2E L. submit,

Step 1.3: HERDBEABEHRFREIL -
Name: eSolia Baseline - Japanese Personal Data Protection
Description: [Japan My Number, FRZ10— R, /\AR— pES, BEHRHFESEREHUE T, APPI
AV FS54 7> ZAUTWE, ]
Locations: Exchange. SharePoint. OneDrive. Teams. Devices
Rule:
Name: Detect Japan personal identifiers
Conditions: Content contains = Sensitive info types =
Japan My Number (Individual Number)
Japan Resident Registration Number
Japan Passport Number
Japan Driver's License Number
Confidence level: High (B LW/ 7> & — SN 5O SIT (Tl false positive 1% & DIKE
FEENUT7Y NEHB)
Instance count: 1 to Any
Actions: AEPHBFTAOY U, 7/\4 2T Audit : Copy to USB + Upload to cloud + Print
User notifications: OFF (7 x—X1)
Incident reports: ON. SE%LE. AV S50 7 > AEE" X ME
Rule priority: 0
Test without notifications €— K T submit

Step 1.4: £RT— Y {REIL—I

Name: eSolia Baseline - Financial Data Protection
Description: [JL Yy b h—RES, RITOBEERS, REeLERZEEUE I,
Locations: Exchange. SharePoint. OneDrive. Teams. Devices
Rule:

Name: Detect financial data

Conditions: Content contains — Sensitive info types —

Credit Card Number

Japan Bank Account Number

Protected Internal/ #tPA—f% — v20260411E | PDF/A-2b (ISO 19005-2) 11/48
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International Banking Account Number (IBAN)
SWIFT Code
Confidence level: Medium
Instance count: 1 to Any
Actions: AZHB 7OV U, USB AE—&EU T R7w FO— K% Audit
Rule priority: 1

Test without notifications €— K T submit

Step 1.5: AERHE I
B4 REBD Restricted R ¥ —IF5IERIE U E I, eSolia IClFFE 7 Restricted SharePoint 4 ~DF a1
L—a3a>YUZRMHBEDFEA, CNIFTT—X2 TURANEEFELTHISEMNULET,

Sl T b2EOBEERNIBHEA audit ZEMH !

Name: eSolia Baseline - External Sharing Audit

Description: 1> 7>'YARX—=Z®DLP JL—ILD/\y O X by FE LT SharePoint & OneDrive O~
> OeNEHE%Z audit LETLJ

Locations: SharePoint sites. OneDrive accounts @ d+

Rule:

Name: Audit external sharing

Conditions: Content is shared from Microsoft 365 - with people outside my organization
Actions: 72 U (auditonly — XY FEFICT7 O T s ET A BEITAOJEIRIND)
Incident reports: OFF (R 2 —LAHWKETEB)

Test without notifications €— K T submit

NlE. R=S540 VI)L—=)VOHTIEXMIC audit-only DEFICKEBIME—D I —IL T, 1EId forensic T
&> 7T preventive TEIEH D T Ao

Step1.6: AVYI TV ITF—IN—L1IL—IVDEM

71x—X1 (auditmode) Z#EITE T, cNBSDI—)LIFR—2Z 4> EWAT audit mode TFF > ~MTIE
MmEnxd,

1.6a: EHIFAT7Y MR ALV DIRH
CNITIFE 9 keyword dictionary EA XY AL SIT DY 7w ITHRETT,

Keyword dictionary Z{ER :

1.
2.

3.

Purview — Solutions — Data Classification — Classifiers » Keyword dictionaries % 7 - Create
Name: eSolia Client Names and Domains

Description: (70714 TRIZAT Y MNEARETEA=IRAA >, CRMHOSIHEIASEICAY T
T2,

Source: 77 A7V TH—R, 77 AIEUTF-16 LETY =R OFTF A, 1171 9—1L, #fF:

# mac0S/Linux T UTF-8 H'5 UTF-16 LE [CZ#2
iconv -f UTF-8 -t UTF-16LE clients.txt > clients-utflé6.txt

5. #MHBIEA :CRM i3 0 514 7Y hEGBEY — I SBR, 7O T4 TRISAT7 Y hS LI T =

EOBRE
ISAT Y MDENR (FEEE

Protected Internal/ #tPA—f% — v20260411E | PDF/A-2b (ISO 19005-2) 12 /48
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347> bDEAR (BFE RS/ BRESABZREOEANZED)
FEA-IVRX A (f : clientco.co.jp )
FEEY S FRHR

6. #7F LT, dictionary h' ready IC%&2 £ T 5~10 9F D,
N L SIT %=ER :

1. Purview - Solutions - Data Classification — Sensitive info types % 7 — Create sensitive info type

2. Name: eSolia Multiple Client Identifiers

3. Description: 8D eSolia V517> bl FZECRFaAAY MRELET, 9547V T —
Y DREPENZRICWEER S TERZHIET T ITEMA,

4. Patterns - Create pattern:

Confidence level: Medium
Primary element » Add - Keyword dictionary » eSolia Client Names and Domains 7%3iEIR
Character proximity: 300 (F 7 #JL k)
Match accuracy and occurrences:
Minimum count: 10
Maximum count: Any

5. R%E L. SIT Mready ICE2ETHD (1 YT W I MEMICEX 30 #hhBHEEH D).
RUY—TESHICSITEZTAN

1. SIT sHlR—IM 5 Test 20 1w o - dictionary DI EXFEHR IS4 7Y MRIC12~15BEKRT

BYYTINNE=ZT Y TO—R

2. BESINBZEBELANITY Y FI25 &R

3. USAT7Y RNBROERM I~ABRIFOU Y FIXEZHX LT YV FURWC EEER

4, Ty FHIELLKRWESIE. threshold E£7zld proximity #HE U THET X b
DLP iKY & —%&{EH :

Name: eSolia Consulting - Multi-Client Contamination Detection
Description: [E#(®D eSolia 754 7> hDOFAIFZEE RFaAXAY hZRHUET, BEHFZHRVLE
RT — YRR ]
Locations: SharePoint. OneDrive. Exchange. Devices
Rule:
Name: Detect multiple client mentions

Conditions: Content contains - Sensitive info types —» eSolia Multiple Client Identifiers
Actions: A8HE%Z Audit (77— 1), 57 R7vFO— K% Audit. USB JE—7% Audit
Rule priority: 5
Test without notifications E— K T submit
16b: RETFYTIL—rDT s H=FIU VK
T4V H—=TF) Y NABEREECINERGET Y TL— MDIRERVESRRIFLTLESIV, H255(F
(SOW FYFL—bh. FUNSTITYTL—bh, BRETYIL—K). EHET :

1. Purview — Data Classification - Classifiers = Document fingerprints % 7 - Create
2. Name: eSolia SOW Template

Protected Internal/ #£t—f% — v20260411E | PDF/A-2b (ISO 19005-2) 13/48
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3. Description: leSolia iZ#®D SOW 7> FL—hko COTYTL—MDSREUVERF XY NI 7
EHBFIICWT sensitivity label BTSN TVWBARE, |

4. Upload file: SOW 7> L —bDO U =R TSV ORETZY TO—R (U247 7= U, 7
Oy CEBEORER U, BENGET 4+ —LDH)

5. fRFe 74—V MEULIEWTY TL— RS EITIEDIRT,

ZNnnis. EN5Z88R9T B DLP KU ¥ —=4Em ¢

Name: eSolia Consulting - Engagement Template Tracking
Locations: SharePoint, OneDrive. Exchange. Devices
Rule:
Name: Detect engagement template usage
Conditions: Content contains = Add - Document fingerprints = B3 ® 7> L — bk fingerprints
&R
AND NOT (NOT AYw o T2 DOBEHOERGI I —F%ENM) - Content has sensitivity label =
Protected Internal. Client Confidential. Confidential. Z7z|& Restricted
Actions: 7 T —X 1 Tld Audit D (7 T—X2 T Notify ICHIDEZ T, A—F—IcCNE5DRFa
XY MADINIIAFEZET)
Test without notifications €— K T submit
1.6¢c: /—2— Ri&H
Name: eSolia Consulting - Source Code Detection
Description: [ X—)L & Teams Xy E—YARDY —AA—REEHULET, V—XO—REFv v ~T
372 < git Z@I NS,
Locations: Exchange. Teams. Devices
Rule:
Name: Detect source code in messages
Conditions: Content contains = Trainable classifiers » Source Code
Actions: ABPHE (X—)JV) Z Audit. 75T R7v7FO—-R (F/IN1R) % Audit
Test without notifications €— K T submit

1.6d: Information barriers
eSolia TIIMIFT, Information barriers l&. EURY W T ETRAET DI 517 Y CEADRFLETCE

WTWBESICOHRETT, eSolia DIRRDEETETIVTIIAETH D, barrier B O disruption = 1E2H
ETEEFREA, 7T—X4DLE2—THRANED S TehERIT D EaXENLLTEETET,

Step 1.7: &R LT SMBIEEDEM

1.7a: R P EEER
C N3 DLP TId% < Insider Risk Management Ttw 7y FUET,

1. Purview — Solutions — Insider Risk Management
2. eIy h 7w T i ERERT ULTWLWRWESIZE Settings 7« ' — R7%Z25 T 9 % (Privacy settings. Policy
timeframes. Intelligent detections. Export alerts. Priority user groups. Power Automate flows.
Inline alert customization), eSolia DFRIETIF :
Privacy: 1—Y'—®%Z&%~ (BER{EULRZWV) —/MEEGOTERLIZIEERN
Policy timeframes: Activation window 30 H. past activity 30 H
Alert volume: 77 #JU

3. Policies = Create policy » Template: Data leaks by priority users
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4. 31— —EF)—TEER - J)—F&1EIR . eSolia-Departing-Employees

5. 1E1E &% 5E | Office indicators (7 7 1J)L7 27« ET «). Device indicators (USB{Ef. 7 7 1)L 7
974 ET 1. Web 750 Y>4), Network indicators (95U R7UT1ET ) ZEME

6. HRH : BHEIFT T # )L ~EEZER

7. Name: eSolia - Departing Employee Activity Monitoring

8. IR7

R Y —FHEINE LicH, eSolia-Departing-Employees ') —FITHENNASRWEDFHENL
Ftth,. EEREBRKE: HR O offboarding Fxwv o U R NI TIEBEEMNMOBNIC, (EXEE%
eSolia-Departing-Employees )L —FITEIMT 21 ZEHDIMEN DD E T, CNHABRWVWERD > — (3
BIKTY,

1.7b: RETINA 2
I TICRT w7 1.2 @ Sensitivity Label Enforcement 7K' & —T7#/V—&# — Confidential & Restricted

W=IVITTIN1 ZFEH 7 02 3V HEENETT, eSolia DRETIFRIRY > —KRE,

F2x—X1YAVFTFzYvIIRL

RERE. DU ZiE:R :
o % 8 /RJ > —nh¥ Purview — Data Loss Prevention = Policies |T [Test (without notifications)] £—
RTERENTNS
o Departing Employees 7' )L —7F7%%5 &9 % Insider Risk Management IR ¥ —HDie<EH 1D
F1E
o &R —d TPolicy sync status] H\ B9 ® Mac TEAEDREE (GBZX 24 BFEMUA) Z#FRT
o Cloud Credential & Japan Personal Data 75— FEZETIR—AZA1 VDAV T Y NSERE
@B M

FNms. 7T —X 2 [IOEGHEIIC 14 BE/FD. COBMEICATZITVWET !

BIL—NVEERT—9TTA (EEDUSAT7 Y hT—=5 3 EHIRZW) !
257 REBEHER : B D AWS F—7% Word XEICRED 113 THREF UL Activity Explorer ZZHE53
Japan My Number : Microsoft RFa XY hDTFRANESEZTANRF XY ~NTHEH
Sensitivity labels : SN ETZA K RF XY MIFES L. AEBBX—ILEEEHT
Multi-client : dictionary M5 12 BDZEZED IS4 7 > b BEFUXEZIEM
Activity Explorer ZR#0 3 HEIZEH. Z0Di&ld 2~3 HC & ICHESR
false positive ZiBEi> — M ITXE{L
@AEHEIYFLTWRWIL—IVITER — SREDBEZ TR U TWS AR
DwOFREBHOLEAZ—ICRYY—=YZRERARY FFIvIULTESS TIRTHIEUWHEER
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Jr—-X2:BHME—-R
J—-)b g RTDenforcemode V=)L UTA—F—@F%EA>ICT D Block 70> 3 >vidaTDEE,
BWEI—F—TEDIIEE. PIADNKRBRELZI—AT—2ADEKWNEH U,
FrERBOEZ : 30 7.
BEEARTIC. DU &% -
7T —X 1O false positive B> — b — @xZ 7 > IC T BEIICHINZEN T DRENH D
ApREdNAEHETZI—Y—@IFI=Za=4—Y3YORST A ENEIAT
Step 2.1: BRP@HMDO A= 2= - 3 Vik(E
BHEAVICTDEERIIIC, eSoliaeR Yy TICA—)VETcld Teams TEHZIXED FT, 55<, MEEOY
YTINWNTFRANIZDS YT IDEKRED Appendix B I D £,

Step 2.2: R ¥ —7% Test H 5 Test+Notifications ICEHT
MUFOERI) =T LT :
eSolia Baseline - Cloud Credential Protection
eSolia Baseline - Sensitivity Label Enforcement
eSolia Baseline - Japanese Personal Data Protection
eSolia Baseline - Financial Data Protection
eSolia Consulting - Multi-Client Contamination Detection

eSolia Consulting - Source Code Detection
BRI =T

1. Purview — Data Loss Prevention = Policies = R ¥ —7%& %2 Jw & - Edit

Policy mode £ TR 7Y T%iEHD

IRun the policy in test mode] 75 TRun the policy in test mode and show policy tipsl [CZE
W=IICRTY P> LTCaA—F—@HZBM :

rwbn

Notify users in Office 365 service with a policy tip: ON
Send the user a notification email: OFF (in-product D> b T+, X—=JLiZEHLW)
Customize the policy tip text: /N7 > )L 7+ ~%&EHR, Cloud Credentials 8> F)L : >
[This content appears to contain cloud credentials or authentication secrets. Sharing credentials
externally is not permitted. COO YT \WVICIE D 7 RFBEHBWMHAESEN TV D AREMENH D FT, B
FFERDONEBHE FEIEETNTNE T,

5. User overrides: ON. business justification =23k, override %&5FA]

6. R L CTHLM

Engagement Template Tracking (&RIET — C D7 U > 3 7 F informational 72D T audit-only D E X,

External Sharing Audit I3RIF9 — [EARIC audit-only,

Step 2.3: BAR & Wiy
JRD 14 HRE -

A-Y-DEMICKRB WD, 7T —X 2RORAD 48 HEICERNTREZ WV, FAQ ZEHmLTH <,
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Override justification ZiBHi — 1 —t'—hloverride ¥ £ EMEZENTVDIH EHZRD, CNHRY > —
Fa—ZvIoD1 VY1 CDRHEENFRR,

SR — R D)L —I)VHAIE X RIEHR TIEE % override ZER U TWBIEE. I —ILICHIANTIL—TE Tz
RAOA—TEBENREBEWVNS YAV, 7OV I TIFEL,

B — NEE# — # U\ false positive PT VI 45 —2 T,

71— 2YAVFTFTYvIIR
DIRTDARYY—@EIFI =)V TIA—F—BHNTF AN U I
o User overrides h' business justification Z#Z&5k (B7z 2R TIEARL))
ODEFNENOIZ a7 —Y 3 YNER Y Y T ITREFH
0K <HDEMICTT D FAQ RF 1 XY MaEEREZEH
o Override justification OJA DR < EE 2HIC1IBILEa—3anTWLa

T —X 3 |OEDHIICET5IC 14 BE D, CORBETRY ¥ — EfI94 % refine 3%,
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7 1x—X 3 : Enforce E—R

= R=ASAVATAVIEERLULTWDIL—IVTTAY IEAVICT D, Audit-mode DI)L— )V IEF
DEE,

FMEREOBEZR : 30 92 22— —~ADEH,

Step 3.1: EHi enforcement DA= 2 =4 — 3 Vik(E
JI—X20J=Za2=Z45—y3YERUFvRIT EEEHN S 7OV IEINE 7023 VHBHITIFEL
ERICTAY ISINDKSICBDICEZI—F—ICTER D, BHFEZRE  FEAEOI—T—FAEE1L
ICR DMV =LA T Oy 09 2T7RZ L TW\WR\WA S, SHBMZR T\ 1—Y—|FBEE 7Oy o &
ns.

Step 3.2: FRY ¥ —% Test M5 Enforce ICEFR
NFoRY >y —:
eSolia Baseline - Cloud Credential Protection
eSolia Baseline - Sensitivity Label Enforcement
eSolia Baseline - Japanese Personal Data Protection
eSolia Baseline - Financial Data Protection

eSolia Consulting - Multi-Client Contamination Detection
FIE :

1. R ¥ —%#RE - Policy mode » [Turn the policy onl CGEXI{TZ D enforce T—R)
2. RELTHLH
3. @#ZERED (5~30%)

Source Code Detection ICDWT : & 5(C 30 HE test+notifications E— RO FFICT D, V—RXO—RIC
39 B block mode [F@ED IV Y IV T« > TVESET friction AT T35, ERRICAULLDIT@RITE 1T,

Engagement Template Tracking ([CDWT : test (BXI7%2 L) H'5 test+notifications ICZE&E, Enforce &L
BW—70232F D—H—IIXEDOINIEZRT ) C&ETHD. TEREY MAELWLWY =,

External Sharing Audit ICDW\ T : test+no-notifications D F F, KI=ICT audit only,

Step 3.3: Enforcement WEELTWS C & ZH#ESR
REF#E 30 PLAAIC -

BEWHR Mac EOTANI—F—=TFHo Y b5, #H Word XE7%H <

72 ~NF® AWS access key ZBED 132 (EWTIE7% < Microsoft RF a1 X > hDFIZFES)
NEAEFFA Z MM DFEK (FIl : wetransfer.com) 7Y TA—RULESETS

7y TA—RATAOvIIN, RUY—DkbY haRRTDEMNHNEDIFT

Activity Explorer Zf#8 — T AR 703 >V IC UT Blocked) 71 RY kA2 139
T0OYIODFENURWES (- RU Y —H [Test] Tid7%e< TOnl] E—RTHD&=ER. 7ANI—H—
DINA IR T —=TFICA > TWRWC E7Z2HERR. ZEENEFRI U A MTA>TWRWE & &SR, SIT AYRED
FTEABEERICT Y FLTWD C & &R,

ok W e

J1—X3YA4UFTFTvIURK
gIRTOTAYFTI—IUH [Test] TlE7z< TOn) E—R
OREETANTCTRNIYTIYVICH UTERO TOY IMFENT D &E=ZMER
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o Activity Explorer N7 Ay J aNfcaA/ XY halE UK KRR
o1—HY—AQIZa=Z4/—IYgarUMEEINTEINTNS
DBEEREIYRIATOEINENTVEZWN (24 BREZICTF—L') — RTHER)
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Jr—X4:EFEEA
BREEET. CCMBRAYTFFYREFI—=VIDI—T,

BR® 20
B 1 4 H®D Activity ExplorerZL Ea— 1w F5 4 F LI, - — i, TAOvoaInkr7o >3
> Efii. override justifications
Override justification AJ7%Z L Ea— : A—%—HEI VIEATEDIR U override LTW2H ? ZNIFIE
AN —IVEE T XEHIH,
SVFLBRYFELS~I0HRARY hFT v I UTELKRASC EZMHER
Insider Risk Management 75— k% L £ 2 — (Fh'\H' Departing Employees ICA > TWLWREWERD €O
IRV ET)

U5 2
IRTED CRM/Z=H") 2 kH'5 eSolia Client Names and Domains keyword dictionaryz') 7L w1
PUEERIC ) U — 2 S NT=#H U LY Microsoft Purview g8 L E 21— — BETE 250N H 2N HER
INA I8 2T )—F AL E 21— : eSolia-DLP-Bypass-Documentation , Finance-Exception
Legal-Exception [CIELWADASTWS M
SNIEFEBRZLEa— AHFEDORFa XY MASRNIFEINTVSD ? FIENDRZWESE auto-
labeling JL— )L Z1&57,

ERY D
RUY—UT7LYZARFAAYMNITFETIR-AS14 VD7TEL Ea1— —eSolia R—5 1 VIZET
ANEZED>Teh?
eSolia U —4—> v TEDRRFEOBRS : TUWEHE, FILWISAT7Y 07 #1UWRE
BIIERMEIE (71—X0) ZBEBELTAHBRU T MUTWRWC & 2SR
KEE|IBT A 1 BHE Purview EBE Y S R%&X-c5. YNNI FER?

NUH—H5RD
HARE : 7Ho > MMERE 24 BEREILIIC sensitivity labels HY Office 7 71 TRMESIND T & &HER.
SO 1 BELIRICT /N DY Purview (CA4 YR—R3IND C & =R
RIS ESE : HR AYEFMHIC eSolia-Departing-Employees ') —FICIBINL. RIEENFEA ICHIBR
WOSAT7V b REAREHEICRAA Y EEANBED S4 7> NFEITENM, M4 sensitive 125
B0 &R,
HY—ERBH: FULWRUY—DREHNLE2—
MOSORY—EXDIFRA : allowlist ITEM. F LB IFE IFBERMIC unallowlist (BN
Microsoft KU =V 7 7L Y ANEDEH : BEEBEHRYY—\OZEEZL E1—UTER
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Appendix A: iREEAATA M T—%
T1—X1ETT—X3DREETRANCTIEFUATOY —2&ZFERLTLEEVN, TAMNIEBOISA TV K
F =T ITEDIENC &,

257 REBEEIBER © Microsoft R+ 2 X > b https://learn.microsoft.com/en-us/purview/sit-defn-
azure-storage-account-key-generic FEDR—=ICH Y FIVF—ZRBLTWET, SITICRYFITD
SREAIBE R T A MY =V T,

Japan My Number : AX 72 hES 123456789018 7Z{EM (FTw o TY v bt I N reserved
EUVTEELRWEXEBEINTET A MY =)

LYy bAH—R 4111-1111-1111-1111 (FEE#ED PCI-DSS 72 hES (Visa)s Luhn BRI,
Sensitivity labels : BEODUER - FRIET 2T A RF a2 XY MTED D eSolia IR &S, EED R
F 1AV % relabel UL7g\LY,

Multi-client SIT : dictionary @7 X MARITBII Uz 12 BDZRZED U517V b BEEOH R+
A Nz {ERR,
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AppendixB: A—Y¥—-=az=4%-¥3>F7>FL—F
7 x—X 2550 (English)

Subject: New protection for sensitive content in our M365 environment

Starting [date], you may begin seeing notifications when you handle certain types of sensitive
content in Word, Outlook, Teams, and other Microsoft 365 apps. These notifications are part of
new data loss prevention rules that protect cloud credentials, Japanese personal data, financial
information, and content marked with eSolia sensitivity labels.

For the first two weeks, the rules will only notify you — nothing will be blocked. The notification
will explain what was detected and how to proceed. If you have a legitimate business reason to
continue, you’ll be able to override with a brief justification.

If you have questions or see notifications you don’t understand, contact [support contact]. We'd
rather hear about confusion now than after blocking starts.

Jx—X2 &M (AFE

B M365 IRIBEOEER O Y T2 VIRERBROSF 5 E

[BfF] &£ D. Word. Outlook. Teams. ZFDf® Microsoft 365 7 1) CHEDEEDOKR 1> T
VY ERIRSERIC, BAINRRSINDZENGD FI, CHld. 757 RFBAER. HEADE NG,
SRS, eSolia DRSNS SN Y TV VAFRETDIHLUWT—FIBEHIEIL—ILD
_%B—t\;g_o

SO 2 BREE. IW—IVIHEMNOHFT, AHETOv I LFERA, BRICIHAINEEEINA. £S5

EHONIEIWIDRRSINE T, EHFEIRIBEAN G 315513, BE7F justification Z AU
T override TE %9,

BRD, BRTERVENLS > IESIE. [TR— MNERS] T TR EW, TAY A
#“EDBH, SOSBICREEBELIEVTT,

7 x—X 3 &#0 (English)

Subject: Reminder: data loss prevention rules begin enforcing on [date]

A reminder that starting [date], the data loss prevention rules you’ve been seeing notifications
about will begin actively blocking the actions they detect, instead of just notifying.

Most users will see no change. The rules block: sharing cloud credentials externally, sharing
Japan My Number externally, sharing credit card numbers externally, sharing content marked
with Confidential or Restricted labels externally, and a few other narrowly-defined situations.
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If you legitimately need to perform an action the rules block, contact [support contact] for an
exception or use the in-product override option where available. Most blocks include an override
option with business justification.

Thanks for your patience during the rollout.

7x—X 35 (BF:E

B2 ORI YR F=5BEFIEI—ILA [BRT] £ D enforce BA%A

XA Y RTY, [Aff] LD CNFETEMLEITE T —518BELBBIEIL =LA BH U7 0> 3
VEERICTAOYITBRLSICHEDET,

FEAEDDA—F—ICES>TEIEHEDFEEA, I—IUMNTAYITBEIDIE : U570 RFBEHBHRD
ANEBHA. Japan My Number OAZRER., LYY b Hh— RESONIBHA. Confidential £zl
Restricted IN)IbAMSSENaY 72V ONEBHEB. ZOMHW < OO DEEN IR T,
W= T OV o TB70Ya3 AEELHICETIDNENDDIHEE . [PR— MEEK] £ THINN
FELTLRTWY, £t FIARERIZEIET T UKROD override 7> 3> (business
justification A7) ZBERALTEEL,

RFEEADOCHASDNES SSVET,
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AppendixC: V14w IVIT7LYRAY—=TV R
BDIR UVERFCIZAEADS | STHEA :

Day O: 7T —2X0 I (15~2073)
JI—X1 28RJY—% test mode TER (60~75%)
Days 1-3: Activity Explorer %Z=&HER
Day 7: L Ea—. false positive ZXEft
Day 14: 7zI—X2 B17 (3093) + 21— —&H
Days 15-28: 1—H'—OEMNIE. override %ZEH
Day 28: JI—X3 ®{T (309}) + 1—Y—&A
Day 29: Enforce mode D#&IFT b
Day 30+: EREMR - AR/MFH/FERTAII
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BEWahtE
WXEt Y V7 T105-7105 EREGEXEHE 1-5-2 9B T« 2> — 5 & (Workstyling)
B 03-4577-3380
X= hello@esolia.co.jp

Web https://esolia.co.jp
EXRRFE 2 HB~%. 9:00~18:00
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eSolia INTERNAL — Not for distribution outside eSolia

A step-by-step runbook for deploying Microsoft Purview Data Loss Prevention to eSolia’s own tenant.
Covers prerequisite verification, the full eSolia baseline (5 rules), the consulting overlay (4 additions), and
selected SMB items (departing employee monitoring, light-touch device controls). Plan for 6-10 hours
of total work spread over 4-6 weeks of phased rollout.

Before you start

This runbook is the “how”
companion to eSolia-Purview-DLP-Baseline-Policy-Reference-INTERNAL-20260411-en.md  which is
the “what and why.” Read the reference first for background on each policy. This document focuses on
click paths, exact configuration values, and the order of operations specific to eSolia’s tenant.

You'll need:

An admin account with Compliance Administrator and Security Administrator roles, activated
through PIM if applicable

A working session at the Microsoft Purview portal ( https://purview.microsoft.com ) with eSolia
tenant context confirmed ( tid=436f19ac-627e-4ecl-bfcb-7404d06a5b46 inthe URL)

PowerShell on a machine with Microsoft Graph and ExchangeOnlineManagement modules
installed, for the prerequisite verification steps

About 90 minutes for the initial deployment session, then check-in time over the following weeks
for phase transitions and tuning

A test user account that is not your daily account, for verification testing without polluting your own
audit trail

Areasonable rollout schedule: do the prereq verification and Phase 1 (audit mode) on day 1 (90 minutes).
Watch Activity Explorer for two weeks. Do Phase 2 (notify mode) on day 14 (30 minutes). Watch and
answer questions for two more weeks. Do Phase 3 (enforce) on day 28 (30 minutes plus user communi-
cation). Steady state from there.
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Phase O: Prerequisite verification

Don’t skip this. Most failed Purview deployments fail because someone assumed a prerequisite was in
place that wasn’t. The verification takes 15-20 minutes and saves hours of debugging.

Step 0.1: Confirm licensing

Connect-MgGraph -Scopes "Organization.Read.All","Directory.Read.All"
Get-MgSubscribedSku | Select SkuPartNumber, ConsumedUnits,
@$N="Enabled';E={$_.PrepaidUnits.Enabled?}?

You should see at least one of:

SPE_E5 (Microsoft 365 E5)
INFORMATION_PROTECTION_COMPLIANCE (M365 E5 Compliance add-on)
M365_E5_INFO_PROTECTION_GOVERNANCE (M365 E5 IP&G add-on)

If none are present or the count is zero, stop. The baseline assumes E5-level Information Protection
capabilities. Without them, you can deploy a subset (basic SITs, manual sensitivity labels, basic DLP) but
you lose endpoint DLP, trainable classifiers, auto-labeling, and Insider Risk Management — most of what
makes the baseline valuable.

For eSolia specifically: as of 2026, Rick and select admin/IT users should have E5; the rest of staff have
E3. This s fine for the baseline because the baseline policies apply to the tenant, not per-user. End users
need to be licensed for whatever features touch them: sensitivity labels (E3 sufficient for manual appli-
cation, E5 for auto-labeling), endpoint DLP (E5), and so on. Document any per-user licensing constraints
so you don’t deploy a policy that fails silently for E3 users.

Step 0.2: Confirm Endpoint DLP device monitoring is on
In the Purview portal:

1. Settings (gear icon, top right) = Device onboarding — Devices

2. Confirm both “Turn off Windows device monitoring” and “Turn off macOS device monitoring”
appear (the inverse phrasing means monitoring is currently on; if the button says “Turn on---”, it’s off)

3. If macOS monitoring is off, click “Turn on macOS device monitoring” and wait up to 30 minutes
for activation

4. Verify your own Mac ( ESO-LYXN42496K or current device name) appears in the device list with
Configuration status = Updated and Endpoint DLP status = Enabled

If your Mac isn't there or isn't healthy, stop and fix that first using
eSolia-Defender-mac0S-DLP-Troubleshooting-Runbook-INTERNAL-20260410-en.md . You can techni-
cally deploy DLP policies before all devices are onboarded — they’ll just apply to whatever subset is
reporting — but you want to validate against at least one healthy device before flipping anything to
enforce.

Step 0.3: Confirm Advanced Audit is enabled

Connect-ExchangeOnline
Get-AdminAuditLogConfig | Select UnifiedAuditLogIngestionEnabled
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Should return True . If False , enable it:
Set-AdminAuditlLogConfig -UnifiedAuditLogIngestionEnabled $true

Thisisaone-liner but takes up to 24 hours to start ingesting events. If it was already on, no action needed.

Step 0.4: Confirm pay-as-you-go billing link (optional but recommended)

In the Purview portal: Settings = DLP — Billing. If a yellow banner says you need to link an Azure
subscription, follow the link. eSolia’s baseline doesn’t strictly require pay-as-you-go for any of the rules
below, but newer Purview features (advanced classification, EDM, some automation) will silently no-op
without it. Worth setting up before you need it.

Step 0.5: Confirm or create the eSolia label taxonomy
The baseline assumes a 7-tier sensitivity label taxonomy. Check what currently exists:

Connect-IPPSSession
Get-Label | Select DisplayName, Identity, ParentlLabelDisplayName | Sort DisplayName

For eSolia, you should have (or be about to create) the following seven parent labels:

Priority Label internal name Display name (EN) Display name (JA)

0 eSolia-Public Public O

1 eSolia-WorkShare Work Share EBHEF

2 eSolia- Commercial Papers EREE

CommercialPapers

3 eSolia- Protected Internal HAR—R
ProtectedInternal

4 eSolia- Client Confidential RIS
ClientConfidential

5 eSolia- Confidential =

Confidential
6 eSolia-Restricted Restricted 1A

If these don’t exist, create them via Purview portal = Solutions = Information Protection - Labels -
Create a label. For each label, configure:

Both EN and JA display names (the Japanese name appears for users with Japanese-language
Office)

Tooltip in both languages explaining when to apply

Encryption settings for Confidential and Restricted (Microsoft-managed key, encrypt for “All users
in your organization” by default)

Content marking for Restricted: header text “Restricted / ) — eSolia INTERNAL”

Endpoint data protection (this is the key bit that connects labels to DLP rules)
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Auto-labeling for files and emails — leave off initially, you’ll enable it after the labels are published

Then publish via Purview portal = Solutions = Information Protection — Label policies — Create policy.

Publish all seven labels to all users, set eSolia-ProtectedInternal asthe default for new documents,
and require justification when downgrading a label.

Important: The 7-tier taxonomy above has been documented in the eSolia Standards MCP. This
document references the authoritative version. If the taxonomy is updated in the Standards MCP,
update this runbook to match.

Step 0.6: Create supporting Entra ID groups
The runbook references several security groups. Create these in Entra ID before starting Phase 1, all as
assigned (not dynamic) groups, security type:

eSolia-DLP-Bypass-Documentation — users who need to author documentation containing exam-
ple credentials. Add the Marketing/Content team and yourself.

eSolia-DLP-Finance-Exception — users who legitimately handle financial data internally. Add
Accounting/Finance staff.

eSolia-DLP-Legal-Exception — users who legitimately handle contract templates and legal docu-
ments. Add anyone with legal review responsibilities.

eSolia-Departing-Employees —empty for now. HR populates this when notice is given. Document
in HR’s offboarding checklist.

eSolia-MNPI-Authorized — empty for now. eSolia probably doesn’t handle MNPI directly, but the
group should exist for future use.

Document each group’s purpose in its description field so future admins know why it exists.

Phase 0 sign-off checklist
Before proceeding to Phase 1, verify all of the following:

0 E5 or equivalent licensing confirmed for at least admin users

o macOS device monitoring is on and at least one Mac shows Updated status in Purview

o Windows device monitoring is on (if eSolia has any Windows devices to protect)

o Advanced Audit ingestion is enabled

o Pay-as-you-go billing link configured (or known not to be needed for current scope)

o 7-tier label taxonomy exists, both EN and JA names set, encryption configured on Confidential and
Restricted

o Label policy publishes all seven labels to all users

o Five Entra ID security groups created (Bypass-Documentation, Finance-Exception, Legal-Excep-
tion, Departing-Employees, MNPI-Authorized)

o You have a test user account distinct from your daily account

o You have access to your Mac with Defender for Endpoint healthy and DLP active

When all boxes are ticked, proceed to Phase 1.
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Phase 1: Deploy baseline rules in audit mode

Goal: deploy all rules in audit-only mode with no user notifications. Watch Activity Explorer for matches
over 14 days. The end of Phase 1 is when you’ve validated that each rule fires appropriately on your
own test content and you have a list of any false positives or exception cases that need handling before
notifications go on.

Estimated time: 60-75 minutes for the initial deployment.

Step 1.1: Cloud credential protection rule
Purview portal = Solutions — Data Loss Prevention — Policies - Create policy.

Category: Custom
Template: Custom policy
Name: eSolia Baseline - Cloud Credential Protection

Description: “Detects API keys, SSH keys, connection strings, and cloud credentials. Prevents
accidental sharing of authentication secrets via email, SharePoint, OneDrive, Teams, and endpoint
actions.”

Admin units: None (apply to entire tenant)

Locations: Toggle ON: Exchange email, SharePoint sites, OneDrive accounts, Teams chat and chan-
nel messages, Devices. Leave others off.

Define policy settings: Create or customize advanced DLP rules

Click “Next” through to the rule editor, then “Create rule”

In the rule editor:

Name: Detect cloud credentials

Conditions = Add condition = Content contains = Add - Sensitive info types
Add all of these (click each one to add to the rule):

Azure Storage Account Key

Azure Storage Account Key (Generic)
Azure Service Bus Connection String
Azure IoT Connection String

Azure SQL Connection String

Azure DocumentDB Auth Key

Azure Publish Setting Password
Amazon S3 Client Secret Access Key
Amazon AWS Access Key ID

Google API Key

JSON Web Token

SSH Private Key

General Password

Confidence level: Medium (default)
Instance count: 1 to Any
Actions » Add an action:
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Restrict access or encrypt the content in Microsoft 365 locations — leave default (no restriction
in audit mode)
Audit or restrict activities on devices —» expand and enable for: Upload to a restricted cloud
service domain or access from an unallowed browser, Copy to clipboard, Copy to a USB remov-
able device. Set each to Audit only for now.

User notifications: OFF for Phase 1

User overrides: OFF for Phase 1

Incident reports: Send notification to your test admin email at high priority. Click “Choose what to

include in the report” and check everything.

Additional options = Rule priority: O (highest)

Save the rule

Back in the policy editor:

Set policy mode: Run the policy in test mode = “Show policy tips while in test mode” OFF (we don’t
want notifications in Phase 1)
Submit and review = Submit

The policy will appear in the Policies list with status “Test (without notifications)” — that’s the equivalent
of audit-only.

Step 1.2: Sensitivity label enforcement rule
Same policy creation flow.

Name: eSolia Baseline - Sensitivity Label Enforcement
Description: “Enforces handling rules for content marked with eSolia sensitivity labels. Protects
Protected Internal, Client Confidential, Confidential, and Restricted content from inappropriate
sharing or movement.”
Locations: Exchange email, SharePoint sites, OneDrive accounts, Teams chat and channel messages,
Devices
Rule editor = Create rule:

Name: Protected Internal label - block external sharing

Conditions: Content contains = Sensitivity labels - Protected Internal / #A—f% (eSolia-
ProtectedInternal)

Conditions = Add group - AND — Content is shared from Microsoft 365 — with people outside
my organization

Actions: Restrict access (Microsoft 365 locations) — Block only people outside your organization.
Audit/restrict on devices = Upload to cloud service: Audit only.

User notifications/overrides/reports: Same as Step 1.1 (off for Phase 1, incident reports on)
Save the rule

Add a second rule to the same policy:

Add rule — “Confidential label - tighter restrictions”

Conditions: Content contains = Sensitivity labels - Confidential / ## (eSolia-Confidential)
Actions: Block external sharing (M365), Audit on devices: Upload to cloud + Copy to USB + Copy to
clipboard + Print

Save
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Add a third rule:

Add rule — “Client Confidential - protect client data”

Conditions: Content contains = Sensitivity labels - Client Confidential / BAEMEIBHR (eSolia-
ClientConfidential)

Actions: Block external sharing (M365), Audit on devices: Upload to cloud + Copy to USB + Print

Save
Add a fourth rule:

Add rule — “Restricted - maximum protection”

Conditions: Content contains = Sensitivity labels - Restricted / #@# (eSolia-Restricted)
Actions: Block external sharing (M365), Audit on devices: Upload to cloud + Copy to USB + Copy to
clipboard + Print + Copy to network share + Access by unallowed apps

Save

Set policy mode to Test without notifications, submit.

Step 1.3: Japanese personal data protection rule
Name: eSolia Baseline - Japanese Personal Data Protection
Description: “Detects Japan My Number, resident registration numbers, passport numbers, and
driver’s license numbers. Required for APPI compliance.”
Locations: Exchange, SharePoint, OneDrive, Teams, Devices
Rule:
Name: Detect Japan personal identifiers
Conditions: Content contains = Sensitive info types =
Japan My Number (Individual Number)
Japan Resident Registration Number
Japan Passport Number
Japan Driver's License Number
Confidence level: High (use the strict variant — these SITs have lower-confidence variants that
produce more false positives)
Instance count: 1 to Any
Actions: Block external sharing, Audit on devices: Copy to USB + Upload to cloud + Print
User notifications: OFF (Phase 1)
Incident reports: ON, high priority, to compliance distribution list
Rule priority: O
Submit in Test without notifications mode

Step 1.4: Financial data protection rule

Name: eSolia Baseline - Financial Data Protection
Description: “Detects credit card numbers, bank account numbers, and payment credentials.”
Locations: Exchange, SharePoint, OneDrive, Teams, Devices
Rule:

Name: Detect financial data

Conditions: Content contains — Sensitive info types —

Credit Card Number
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Japan Bank Account Number
International Banking Account Number (IBAN)
SWIFT Code
Confidence level: Medium
Instance count: 1 to Any
Actions: Block external sharing, Audit USB copy and cloud upload
Rule priority: 1
Submit in Test without notifications mode

Step 1.5: External sharing controls
Skip the site-specific Restricted policy for now — eSolia doesn’t yet have a curated list of Restricted
SharePoint sites. We'll add this in Phase 2 once you’ve identified them.

For now, deploy a tenant-wide light-touch external sharing audit:

Name: eSolia Baseline - External Sharing Audit

Description: “Audits all external sharing of SharePoint and OneDrive content as a backstop for

content-based DLP rules.”

Locations: SharePoint sites, OneDrive accounts (only)

Rule:
Name: Audit external sharing
Conditions: Content is shared from Microsoft 365 = with people outside my organization
Actions: None (audit-only — the activity is logged automatically when the condition matches)
Incident reports: OFF (this would generate too much volume)

Submit in Test without notifications mode

This is the only baseline rule that stays in audit-only permanently. Its job is forensic, not preventive.

Step 1.6: Deploy the consulting overlay rules
Continue in Phase 1 (audit mode) — these rules are added to the tenant in audit mode alongside the
baseline.

1.6a: Multi-client domain detection
This requires setting up a keyword dictionary and a custom SIT first.

Create the keyword dictionary:

1. Purview — Solutions — Data Classification — Classifiers = Keyword dictionaries tab — Create
2. Name: eSolia Client Names and Domains

3. Description: “Active client legal names and primary email domains. Maintained quarterly from
CRM.”
4. Source: Upload a file. The file must be UTF-16 LE encoded text, one term per line. To prepare:

## On macOS/Linux, convert from UTF-8 to UTF-16 LE
iconv -f UTF-8 -t UTF-16LE clients.txt > clients-utflé6.txt

5. Initial population: Pull from your CRM or client engagement tracker. Include for each active client:

Client legal name (English)
Client legal name (Japanese, including ¥ \&%t/BE=4t forms)

Protected Internal/ #£t—f% — v20260411E | PDF/A-2b (ISO 19005-2) 35/48



\‘@ eSOI|a Purview DLP Setup Runbook

Primary email domain (e.g., clientco.co.jp)
Common subsidiary names if relevant

6. Save and wait 5-10 minutes for the dictionary to be ready.
Create the custom SIT:

1. Purview = Solutions = Data Classification — Sensitive info types tab — Create sensitive info type

2. Name: eSolia Multiple Client Identifiers

3. Description: “Detects documents containing multiple eSolia client identifiers. Used to flag potential
client data mixing or accidental cross-engagement contamination.”

4. Patterns = Create pattern:

Confidence level: Medium
Primary element » Add - Keyword dictionary — select eSolia Client Names and Domains
Character proximity: 300 (default)
Match accuracy and occurrences:
Minimum count: 10
Maximum count: Any

5. Save and wait for the SIT to be ready (can take up to 30 minutes for indexing).
Test the SIT before using it in a policy:

1. From the SIT detail page, click Test — upload a sample document containing 12-15 mentions of
various client names from your dictionary

2. Confirm it matches at the expected confidence level

Try a sample document with only 3-4 client names and confirm it does NOT match

4., If matching is wrong, adjust the threshold or proximity and re-test

w

Create the DLP policy:

Name: eSolia Consulting - Multi-Client Contamination Detection
Description: “Detects documents containing identifiers from multiple eSolia clients. Catches acci-
dental cross-engagement data mixing.”
Locations: SharePoint, OneDrive, Exchange, Devices
Rule:
Name: Detect multiple client mentions
Conditions: Content contains — Sensitive info types —» eSolia Multiple Client Identifiers
Actions: Audit external sharing (Phase 1), Audit cloud upload, Audit USB copy
Rule priority: 5
Submit in Test without notifications mode

1.6b: Engagement template fingerprinting
Skip this if you don’t currently have standardized engagement templates ready to fingerprint. If you do

(SOW template, deliverable template, invoice template), proceed:

1. Purview — Data Classification = Classifiers =~ Document fingerprints tab —» Create

2. Name: eSolia SOW Template

3. Description: “Standard eSolia statement of work template. Documents derived from this template
should always have a sensitivity label applied before external sharing.”
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4. Upload file: Upload a clean blank version of the SOW template (no client data, no project specifics
— just the structural form)
5. Save. Repeat for each template you want to fingerprint.

Then create a DLP policy referencing them:

Name: eSolia Consulting - Engagement Template Tracking

Locations: SharePoint, OneDrive, Exchange, Devices

Rule:
Name: Detect engagement template usage
Conditions: Content contains = Add — Document fingerprints — select your template finger-
prints
AND NOT (add a second condition group with NOT logic) = Content has sensitivity label =
Protected Internal, Client Confidential, Confidential, or Restricted
Actions: Audit only in Phase 1 (will flip to Notify in Phase 2 to prompt users to label these
documents)

Submit in Test without notifications mode

1.6c¢: Source code detection
Name: eSolia Consulting - Source Code Detection

Description: “Detects source code in emails and Teams messages. Source code should travel
through git, not chat.”

Locations: Exchange, Teams, Devices

Rule:

Name: Detect source code in messages

Conditions: Content contains = Trainable classifiers = Source Code
Actions: Audit external sharing (email), Audit cloud upload (devices)
Submit in Test without notifications mode

1.6d: Information barriers
Skip for eSolia. Information barriers are needed only when you have competing-client engagements

running simultaneously on the same staff. eSolia’s current engagement model doesn’t require this, and
the disruption of deploying barriers isn’t justified. Document in Phase 4 review whether this changes.

Step 1.7: Deploy selected SMB items

1.7a: Departing employee monitoring
This is set up in Insider Risk Management, not DLP.

1. Purview — Solutions — Insider Risk Management

2. First-time setup: complete the Settings wizard if you haven’t already (Privacy settings, Policy
timeframes, Intelligent detections, Export alerts, Priority user groups, Power Automate flows, Inline
alert customization). For eSolia’s scale:

Privacy: Show usernames (not anonymized) — small org, anonymization is impractical
Policy timeframes: Activation window 30 days, past activity 30 days
Alert volume: Default

3. Policies = Create policy » Template: Data leaks by priority users

4. Choose users and groups — Select group: eSolia-Departing-Employees
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5. Configure indicators: enable Office indicators (file activity), Device indicators (USB usage, file activ-
ity, web browsing), Network indicators (cloud activity)

6. Detection: Use default thresholds for now

7. Name: eSolia - Departing Employee Activity Monitoring

8. Save

The policy is now armed but won’t fire unless someone is in the eSolia-Departing-Employees
group. Critical operational dependency: the HR offboarding checklist must include “Add employee to
eSolia-Departing-Employees group on date of notice.” Without this, the policy is useless.

1.7b: Standard device controls
Already covered by the Sensitivity Label Enforcement policy in Step 1.2 —the Confidential and Restricted

rules include device control actions. No separate policy needed for eSolia at this scale.

Phase 1 sign-off checklist
After deployment, verify the following:

o All 8 policies appear in Purview — Data Loss Prevention — Policies in “Test (without notifications)”
mode
o At least one Insider Risk Management policy exists targeting Departing Employees group

’s “Policy sync status” shows recent sync (within last 24 hours) for your Mac

o Each policy’s
o You have a baseline incident inbox set up to receive Cloud Credential and Japan Personal Data
alerts

Then wait 14 days before proceeding to Phase 2. Use this time to:

Test each rule with synthetic data (not real client data):
Cloud credentials: paste a fake AWS key into a Word doc, save, watch Activity Explorer
Japan My Number: use a test number from Microsoft’s documentation in a test document
Sensitivity labels: apply each label to a test document and try to email externally
Multi-client: create a doc with 12 made-up “client” names from your dictionary

Check Activity Explorer daily for the first 3 days, then every 2-3 days

Document any false positives in a tracking sheet

Note any rules that are matching nothing — that may indicate a configuration issue

Get Rick or another reviewer to spot-check the policy list to confirm everything looks right
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Phase 2: Notification mode

Goal: turn on user notifications for all enforce-mode rules. Block actions remain off. The point is to train
user behavior and surface legitimate use cases that need exceptions.

Estimated time: 30 minutes.
Before starting, make sure you have:

A tracking sheet of any false positives from Phase 1 — these need exceptions added before flipping
notifications on
A draft user-facing communication explaining what’s happening, in EN and JA

Step 2.1: Send pre-notification communication
Send an email or Teams announcement to all eSolia staff a few days before flipping notifications on. Keep
it short. Sample text in both languages is in Appendix B at the end of this runbook.

Step 2.2: Update each policy from Test to Test+Notifications
For each of the following policies:

eSolia Baseline - Cloud Credential Protection

eSolia Baseline - Sensitivity Label Enforcement

eSolia Baseline - Japanese Personal Data Protection
eSolia Baseline - Financial Data Protection

eSolia Consulting - Multi-Client Contamination Detection

eSolia Consulting - Source Code Detection
Process for each:

1. Purview — Data Loss Prevention — Policies — click the policy - Edit

2. Step through to Policy mode

3. Change from “Run the policy in test mode” to “Run the policy in test mode and show policy tips”
4. Step into the rule(s) and enable User notifications:

Notify users in Office 365 service with a policy tip: ON
Send the user a notification email: OFF (in-product tip is enough; email is intrusive)
Customize the policy tip text: Use bilingual text. Sample for Cloud Credentials: > “This content
appears to contain cloud credentials or authentication secrets. Sharing credentials externally is not
permitted. COIAY TUVICIFT 57 REBEEHBEBRMEETN TV D RIEMNH D T 9. BLIFRDONEBHE
WFEEINTVET, ”

5. User overrides: ON, require business justification, allow override

6. Save and republish

Skip Engagement Template Tracking — it stays in audit-only because the action is informational.

Skip External Sharing Audit — it stays in audit-only permanently.

Step 2.3: Watch and respond
Over the next 14 days:
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Field user questions promptly. The first 48 hours after Phase 2 will generate the most questions.

Have a ready FAQ.

Track override justifications — read what users are saying when they override. This is your richest

source of policy tuning insight.

Adjust if a particular rule is generating excessive overrides for a legitimate reason — that’s a sign the

rule needs an exception group or scope change, not blocking.
Update the tracking sheet with any new false positives or edge cases.

Phase 2 sign-off checklist
o User notification text is bilingual on every customer-facing rule
o User overrides require business justification (not just acknowledgment)
o Pre-notification communication sent to all staff
o FAQ document prepared for likely questions
o Override justification log being reviewed at least every other day

Wait another 14 days before proceeding to Phase 3. Use the time to refine policies and exceptions.
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Phase 3: Enforce mode

Goal: turn on blocking for rules where the baseline calls for blocks. Audit-mode rules stay as they are.

Estimated time: 30 minutes plus user communication.

Step 3.1: Send pre-enforcement communication

Same channel as Phase 2 communication. Inform users that starting on a specific date, blocked actions
will actually be blocked rather than notified. Set expectations: most users will see no change because
they aren’t trying to do the things the rules block. Users who see notifications today will see blocks
tomorrow.

Step 3.2: Update each policy from Test to Enforce
For these policies:

eSolia Baseline - Cloud Credential Protection
eSolia Baseline - Sensitivity Label Enforcement
eSolia Baseline - Japanese Personal Data Protection
eSolia Baseline - Financial Data Protection

eSolia Consulting - Multi-Client Contamination Detection

Process:

1. Edit policy = Policy mode — “Turn the policy on” (this is the enforce-with-notifications mode)
2. Save and republish
3. Wait for sync (5-30 minutes)

For Source Code Detection: leave in test+notifications mode for another 30 days. Block mode for source
code generates too much friction in normal consulting work; the notification is what you actually want.

For Engagement Template Tracking: change from test (no notifications) to test+notifications. Don’t
enforce — the action is “remind users to label the document,” and a polite tip is the right tool.

For External Sharing Audit: leave in test+no-notifications. Audit-only forever.

Step 3.3: Verify enforcement is working
Within 30 minutes of saving:

1. From your test user account on a managed Mac, open a fresh Word doc

2. Paste a test AWS access key (use a Microsoft documentation example, not a real one)
3. Try to upload the doc to a non-allowlisted destination (e.g., wetransfer.com)

4. The upload should be blocked, with a notification showing the policy tip

5. Check Activity Explorer — there should be a “Blocked” event with your test action

If the block doesn’t fire: check the policy is in “On” mode and not “Test”, check the test user is not
in a bypass group, check the destination isn’t allowlisted, and confirm the SIT actually matched what
you pasted.

Phase 3 sign-off checklist
o All blocking rules in “On” mode, not “Test”
o Verification test confirms a real block fired against test content
o Activity Explorer shows the blocked event correctly
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o User communication sent and acknowledged
o No critical business processes broken (check with team leads after 24 hours)
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Phase 4: Steady state operation

The deployment is done; now it’s a maintenance and tuning loop.

Monthly tasks
Review Activity Explorer for the past month: top match types, top users, top blocked actions, override
justifications
Review the override justification log: are users repeatedly overriding for the same reason? That’s an
exception that should become a permanent rule modification.
Spot-check 5-10 random matches to confirm they look correct
Review Insider Risk Management alerts (should be near zero unless someone is in Departing
Employees)

Quarterly tasks
Refresh the eSolia Client Names and Domains keyword dictionary from the current CRM/engage-
ment list
Review any new Microsoft Purview features released in the quarter — see if any apply
Review the bypass groups: are the right people in eSolia-DLP-Bypass-Documentation
Finance-Exception  Legal-Exception ?
Review label adoption rates: how many documents are getting labeled? If usage is low, consider
auto-labeling rules.

Annual tasks
Full baseline review against the policy reference document — has anything in the eSolia baseline
standard changed?
Renegotiate the deployment plan with eSolia leadership: any new requirements, new client types,
new regulations?
Re-audit the prerequisite verification (Phase 0) to confirm nothing has drifted
Test disaster recovery: if Purview admin access were lost tomorrow, what’s the recovery procedure?

Triggered tasks
New employee: verify they receive sensitivity labels in their Office apps within 24 hours of account
creation; verify their device gets onboarded to Purview within their first week
Departing employee: HR adds them to eSolia-Departing-Employees group on the day notice is
given, removes them on their last day
New client: add their domain and legal name to the client dictionary at the next monthly refresh, or
sooner if the engagement is sensitive
New service offering: review whether any new policies are needed
New cloud service adoption: add to the allowlist, or explicitly to the unallowlist if appropriate
Microsoft policy reference document update: review and apply changes to the deployed policies

Protected Internal/ #t—fi% — v20260411E | PDF/A-2b (ISO 19005-2) 43 /48



\‘@ eSOI|a Purview DLP Setup Runbook

Appendix A: Test data for verification
Use these sources for Phase 1 and Phase 3 verification testing. Never use real client data for testing.
Cloud credentials: Microsoft documentation provides example keys at https://learn.microsoft.com/

en-us/purview/sit-defn-azure-storage-account-key-generic and similar pages. They’re recognizable
test patterns that match the SITs.

Japan My Number: Use the official test number 123456789018 (this is the documented test pattern
that satisfies the check digit but is reserved as non-real)

Credit card: 4111-1111-1111-1111 js the standard PCI-DSS test number (Visa). Luhn-valid.
Sensitivity labels: Apply your own eSolia labels to test docs you create and own; don’t relabel real
documents.

Multi-client SIT: Create a fake document with 12 made-up “client” names that match entries you’ve
added to a test version of the dictionary.
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Appendix B: User communication templates

Phase 2 announcement (English)

Subject: New protection for sensitive content in our M365 environment

Starting [date], you may begin seeing notifications when you handle certain types of sensitive
content in Word, Outlook, Teams, and other Microsoft 365 apps. These notifications are part of
new data loss prevention rules that protect cloud credentials, Japanese personal data, financial
information, and content marked with eSolia sensitivity labels.

For the first two weeks, the rules will only notify you — nothing will be blocked. The notification
will explain what was detected and how to proceed. If you have a legitimate business reason to
continue, you’ll be able to override with a brief justification.

If you have questions or see notifications you don’t understand, contact [support contact]. We'd

rather hear about confusion now than after blocking starts.

Phase 2 announcement (Japanese)

H2: M365 RIRICH T HIHED > T2V REDRR

[Hf] &D. Word. Outlook. Teams. ZDfd Microsoft 365 7 U CHEDBEOEZ IV T
VY ERIRSERIC, BAINRRSINDZENGD FI, CHld. 757 RFBAER. HEADE NG,
SRS, eSolia DRSNS SN Y TV VAFRETDIHLUWT—FIBEHIEIL—ILD
_glz—t\;g_o

SO 2 BEE. )—IVIGHBROH T, AH 7Oy v SNEFE A, BHICIHAINBEI N E, £
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Phase 3 announcement (English)

Subject: Reminder: data loss prevention rules begin enforcing on [date]

A reminder that starting [date], the data loss prevention rules you’ve been seeing notifications
about will begin actively blocking the actions they detect, instead of just notifying.

Most users will see no change. The rules block: sharing cloud credentials externally, sharing
Japan My Number externally, sharing credit card numbers externally, sharing content marked
with Confidential or Restricted labels externally, and a few other narrowly-defined situations.
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If you legitimately need to perform an action the rules block, contact [support contact] for an
exception or use the in-product override option where available. Most blocks include an override

option with business justification.

Thanks for your patience during the rollout.

Phase 3 announcement (Japanese)
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Appendix C: Quick reference sequence

For repeat use or handoff to a colleague:

Day O: Phase 0 verification (15-20 min)
Phase 1 deployment of all 8 policies in test mode (60-75 min)
Days 1-3: Daily check of Activity Explorer

Day 7: Mid-point review, document false positives

Day 14: Phase 2 transition (30 min) + user announcement
Days 15-28: Field user questions, track overrides

Day 28: Phase 3 transition (30 min) + user announcement
Day 29: Verification testing of enforce mode

Day 30+: Steady state - monthly/quarterly/annual cycles
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours  Monday-Friday, 9:00-18:00 JST
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