() eSolia

Purview DLP Baseline Policy Reference
Purview DLP X—ZXS 1Y RUY—VT7 LU

April 11,2026 /2026 £4 A 11 H

English Version HAFERR

See page 20 = IR=IN >

© 2026 eSolia Inc. — Protected Internal/ #tP9—fi% | PDF/A-2b (ISO 19005-2)



N\ eSolia

Purview DLP RA—ZXS5AVRUY—- U J7L VR

2026 % 4H11H

Bk
ST R B U = - -1 3
LT 52 4
B 0lIa N T A T i e 5
L. T T R B R D R .o 5
2. Sensitivity label D enforcement ... ..o 6
I = 2 N [ N - U 8
. B R T — DRI o it 8
B NR—= A oA B B B ..o 9
T = A A SMB I 7 s o 10
AL R T D R . i it e 10
A2 TR DA 7 Y N T — R I oo 10
A B R T A ] e 11
A= =LA B O T T I 7 s 12
BRI DA 7 N R A A D R o 12
B2 RO — RO T o = N 12
B.3 Trainable classifier: V — R T R oot e e e e e et e 12
B.4 Information barriers (BR&2 54 7Y hEEZFOAVYINT VI T 7—LAF) ... .... 13
F—=IC=L A CrFSARRBIRTER U J7 2 N 14
CAEERERARIBIR (MNP R ... e 14
C2UHB—FERL—FT 9> TDRE®D information barrier.........c.oooviiiiiiiiii i 14
B R R T = DRI .. ittt 14
C.4 Advanced Audit DRI ..ot et e e 15
CO BN B D A S A ST = T Y oA T R e 15
e A R 16
e e e 11 1 17
N=2Z A VICERBICATL TR B D o 18

] 1o LV 1 19



\‘@ eSolia Purview DLP R—2 51 Y KUY— U T 7L > 2

eSolia INTERNAL — Not for distribution outside eSolia

54 7> kT F > ~T Microsoft Purview Data Loss Prevention ZRRA Y 2BED) 77 LY XTI, £U 5
A7V NEETEBYT D eSoliaN—2A51>r &, SMB, AT >0, FSARHINSRD 3 DDA —/V—
LANNDTF7Y hERELVET, TUNU—TOY TV FOEHEIEULTESTLLREEIW, V5177 MREEA
DXETIFH D EE Ao

cDIIT 7L Y RAEESIZH

MMOSA47> bTF > T Purview DLP 2ty b7y T2 L& RIEI S 7> hD DLP 8 %=L
Ea1—92&E AV TSA 7Y AREORI—TZER U CEBRICHATE 2HERNRER EFITEWN
FTI, R=ASA YV IFERNICRTFHICE>THD EFIT, EDI—IVEEBANICEHIBTESDHDTHD, 1D
BENBIY RI-—PF—HEENERVWEDIRELTWET, V517 MNEBDFa1—ZV Tl R—25
A YDRDDTRBEAR=ZSA YD EICERDZIHTITVETD,

EEEP SOWZER 5. COXERFHARI-—MERAE L. 7547 hAIFICIERI/N—-Y 3 Y &E 0
TSV, CDTF7ANETSAT7 Y MRSV &,
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RIEsR I
UFORY Y —%RHET BRI, 9517 hTFY NTRAMIS> TV BRENSH D £ T,

J 41> : Microsoft 365 E5. Microsoft 365 E5 Compliance 77 RA >, F7cld Microsoft 365 E5
Information Protection and Governance 77 R4 >, E3 DHDTF > hTIFERRR SIT £ESNIVIFE
FTE XTI A\ trainable classifier. endpoint DLP. auto-labeling ZMEX F B A, T4 > AFEMDE
BETOSA4 7Y MR BMEN DD FT,

Endpoint DLP @ #i IR # 5 : Devices Z W R & T 2 R U Y —&HRBRBE T % IC
E. 7247 > Kk®® Windows & macOS 7 /U 4 X % Microsoft Purview device
monitoring IC A Y IR — R BEHRICTDBHENH D £ T, FIC macOS I D W T I
eSolia-Defender-mac0S-DLP-Troubleshooting-Runbook-INTERNAL-20260410-ja.md ZZ&MR, #*
R—=T 4 VIFIBEFRNDEE UNEZFEEHOTVET,

Sensitivity label ®2F: SNV RX—2D DLP JL—IUHAFANT BICIE. sensitivity label DD FEERRHITE
AU A——ICABESNTVLWDIRERHDE T, R—ASA VTR 7BOEAFIRICLTVWET (2
>3>28R),

Pay-as-you-go billing @' > U : —Z8D%1 L \L) Purview #8E 13, (EERSHD Azure U 720U F> 3
VERDVOTIHRENDDET, BERDIEY EDM ZREE T DI —IVZERT SEIIC. Purview —
Settings = DLP - Billing &R LTS LY,

BEBEO—)b: R > —ERLITIZ Security Administrator & 7z (& Compliance Administrator NHETY,
PIM Af->TW3 T+~ hTld. 1EERBREIICO—)L% activate LTLEE W, mac0S SV T v oD
PIM activation / — h&ESHE,
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eSoliaN—A51 >
g RE BEH IO 7 7 INICEREBL 29547V RN TFF Y MIINSDORY Y —A2EBUE T, eSolia

W& I DEMORERD DLP BB TY, EUHRESNTLNIRE/ A TRFDZL WInE RETHS
FATZDRINIH LV RDAY YTy M afhEER Y,

1. 757 REBELHIBERDIFRE
AR T Dh: API F— SSHIMZEE, T —IRX—UEHXFS. 077 R 7O/N\1 FOBILBHRI. R+
XYk, A=)l Teams X wtz— SharePoint ¥ OneDrive AD 7 v TO—RICEFTNDIDEREULE T,

BER=ZAZAVICANDD: FET D DLP KUY —OHETEHRE ROINABVWHDTT, REIC 30 9HhH D,
ERICK K HDZRZHEL. BRUREZTDREIRFT TV RIRBEEADEEZICHEDIFERT, GitHub NDFR
T aP Teams AND AWS ¥ —T Ly hDER— M SIAFE > TeEBROBESFFHZ HRESIN TV
ESEN
ERRE:
1%Af: Exchange. SharePoint. OneDrive. Teams F+ ' k « F¥ X JLXwt—3/, Devices
F: UTOE R Y SITOWTNAZEELIY TV
Azure Storage Account Key
Azure Storage Account Key (Generic)
Azure Service Bus Connection String
Azure IoT Connection String
Azure SQL Connection String
Azure DocumentDB Auth Key
Azure Publish Setting Password
Amazon S3 Client Secret Access Key
Amazon AWS Access Key ID
Google API Key
JSON Web Token
SSH Private Key
General Password
rovav:
NEHEEZTOY U
HAZ LAYy E—ITaA—— @M - FL_GDZI YTUVITET U REBEHERE IR — 7
Ly bAEENTWDEIREMAH D T, REABROABHE [FFHFAI TN TVER R A, BHENERD D
BERFITERTERLTLIEET N,
business justification IC & % override %Z25F7] (ERELB D false positive IR)
TFa) T4 F—LEBICA VYTV MUR— NEER
E£—RK: Enforce (7Aw )
HEE I NS false positive Z: IEE (TR, SIT FEBICTEZINTH D, proximity rule & Luhn FZD /N
T aUNEENFET, 7% false positive R, TV TINREIBEREZSORFaAXA>YT—3 Y TY, R

Fa XY A % SharePoint SBRMNTEH. RFaA XY MNHATTL—RARIASEEES CETHRALE
9,
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2. Sensitivity label @ enforcement
fAZRET Bh: sensitivity label TS SNTcRFa XY A RELARNIICKRT D TERET 2D A
LEY,

BER=ZZ 1 VICAND D sensitivity label (R U 7Tz DLP RFEADEBE TH D. enforcement JL—JU &
HFEDETO THIEEZERIE U E T, W—IDRIFNIESRNIVIEERMICT EEE . NI EHESIEDDN
BLDEETY,

eSolia 7 BS NI EEFEZR:
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AV~
eSolia 5w 7
HBLUBERIC
HFaans/t—
N F—Ddr

o\
S i
s
B N
SIS
| -
O [

ey 2 S
#R. need-to-
know X—2X

MNPI, FREEIE
] EBEEHREY

DLP ENE
HIRR 72 U

HllBR7x U

HIRR 7z U

HNEBA—ILT
aw o, Al
2ZRHNDT ST
RF—EZAD
7ZyFAO—R7T
Ay o
NEHBETAY
2. USB O
E—7Aawv .
ENRl7E audit
NEHBETAY
2, USB O
e—-J0Owv .
FIIRI T
justification @
A
=)L, USB.
OSIORTYS
A—RZFGL
TOHEB
egress =7
Ay, 7wy
TiR— REHE,
NI EE
FalrqJ
W—THAD
AHEIC
justification @
8

/=0

EEDOINNBELTDINNVICRRIULTLEEZW, NAUVHILDRD Y INEESDEETIEELT
WTEIRNNE[MITENDLSICTBIHTT,

HRELDER:

FINVIFFE (A—Y—B&E)) & auto-labeling DMK TEAT %, EED /L v T 1d auto-labeling A

S5HET,
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ZE® auto-labeling ZHEE I SAT7 Y RS EIKXBILITRETY, R USA 7Y NEBD
AVTIUVIIKFETENETYT, £<HD/\HY—> : Legal ® SharePoint 1 MCHDHEDIFE
TEE)T Confidential. Japan My Number Z&{H client list fingerprint IC—ET 25D IFETEH
T Restricted,

Confidential & Restricted METld. DLP JL—IL & FIRIZIC, SRIVEELBSEE 7 7 IHIES
enforce T2NETT, CNUFINIVEERDFRECTHD. DLP IL—ILTEHBD EFE Ao

E— K: Confidential & Restricted & Enforce. Protected Internal IZER% 30 HE Audit GERHLTHS
enforce ICHIDEZ,

3. BFEOEANREHRFRE
%zt 9 $MH: Japan My Number (BAES). FREI—F. KB REOBFEADEAT -5255
REFIXY MRA—IOBEERELET,

RBRER—=ZAZ1VICANDD: BROEANIGERFZE L (APPI) (&, My Number ZREREOHFH T
ELTHRWE T, 1ERNOHERIFEANERFEZERNDRESEFZHE U, AISSIOXNRICERDEETT,
eSolia WEET DT TV MMIFETIDI—IZEZANET, 754047~ A My Number k> TULWRWE
BoTWTEANZET, I5BICIEEWNET ] B1YYTY RNDWBEDARENSTT,
RE:
1R Exchange. SharePoint. OneDrive. Teams. Devices
F: UTowdnhagsaIry Ty
Japan My Number (Individual Number) — EJL k> SIT
Japan Resident Registration Number — EJU k1> SIT
Japan Passport Number — EJU k-1 > SIT
Japan Driver’s License Number — EJL k-1 > SIT
T FEME: 1 AL (10 HFALETIZEW, My Number (& 1 4 THBHIICET 2 REE)
7ov3av:
NEpHEBZETOY U
USB U L—=NTIAFT s Z7AQIAE—ZT0OY Y
HEEHAEOMA THARY LAX Y=Y % D—H— 0@
AVTSAT IV RAF—LBICA VYT MLUR— a5 R
Activity Explorer ICEEXE TOJ R
E£—RK: Enforce (70w )
HE I NS false positive: (KWL\\H, TOATIEH D EFE Ao Japan My Number SIT I 12 ifTF T I =W E
ITH HEDOMMTEED 12 HBFXFINCR Y FITEENBDERT, V547 b 12 HTDIEH R
BIF ((EFEEID. 7AY TV hO—RRRE) ZF->TVWDIEEIE. proximity rule ZFE -7 A XY L SIT &
ER T 2h. ZDID 74— w N E LTEIMULTLZEL,

4. EMT— 5 DIRE

fAZRETdM: LYY b H—RES (Luhn XU F =2 3 ViEH) IRITOREES, SWIFT J— R Z0fth
DRBFRZECRF XY M PBEZRBEULET,

BER=ZASAVIEANDD: EOEBEASNDERMT —FZRVWET, ERHEETRITE, BRE &
BIRE. XYY —ZHEBRHDFI, BRATOI LYY b A— RESKED IR b IFKE PCI-DSS Ot T
FEBEIMTRHDTRBAN, ZNTERETRTHD, BEELHD T,

BRE:
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18Af: Exchange. SharePoint. OneDrive. Teams. Devices
F: UTFonwenphagsaIry Ty
Credit Card Number (Luhn /\UF—=> 3 {FEDEIL b > SIT)
Japan Bank Account Number
International Bank Account Number (IBAN)
SWIFT Code
US/UK Bank Account Number CBMMZESRDH 2054 7> Malf)
Iy FEE: LYy bA—RIE1EME. FTOREE 1SN E
ro3av:
A=W ERFIZTVR7ZYy TO-RICLDNBHEBEZTOY D
Finance T+ a1 7« I —FHANDALE T justification A
USB JE—7% audit
E—F: Enforce

5.X—=25 4 VHEBHELEBHIM
ERHT3h: IV T2 VHHEICE®R% <. sensitive 7% SharePoint - =4 OneDrive 7 # L5 5 D4
MHEEEREUET,

BER=ZASAVICANDD: OV T2YAR—2D DLP [FFEDTINHETIEFHD EFH A, llegal T bH
SHIARAEESI BN EVWSIRU Y —F DY TFYVYRENERUIZELSRNILATE S NGH - 115
&% N I/\—F B belt-and-suspenders L 1 ¥ —& UCTHEREL F I
RRE:
1%FR: SharePoint (4% ~). OneDrive
K fEENOI-Y—-—LoarvTFYVHE
7o3av:
Restricted] &¥JfFFaNft & (Legal. HR. Finance. 547> NEEO OV T hY
1K) AR BEERSICTAY U
FNUANDY A k0 - — @B U justification ZEK
E— R: Restricted 1 k& Enforce. —f& - kI3 Audit

CDI=NWEOZA4T7Y hSEDEY b7V THIRMETT, £D SharePoint Hr hHY Restricted W &E4FE T
BPEELEAVR—T VIO TAIY T I RNTISATY ME—HEITIToTLIEEL,
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Z—IN—LA1 A:SMBXU7 >
EBEEORHEBOBRVWHRNERD IS4 7Y MalF, R—2Z514 VICUATZEMULET,

A1l BEFEEDIRE
AERHTII: ERFEZEE ULTISINT D TVWBRREBICLDBRBER I 7AW T IOEBRINY—V 5
HUE,

BRECCIEANSD: SMB TRL—MNBT—FFEHLOYFU T IF. BEFEOKEEN VA7V K
DZNBHENATSA VR T 7B EERBICOE -3 & TI, BEHDIRTPEE VWS LD IE
BRENEVWTHDCENZWV, AlF TERDOHEE] ZRF> TV TRVWERB>TWEN ST,
RRE:
EI (IEFM 7% DLP Tld7 < Microsoft Purview Insider Risk Management Z{EWEdH\ BUI>V T
YD EA VI oEHBLED,
EntraID I Departing Employees] EWSEFa U T4 I —THER U, BEENA G > 725 HR A
EINY2ERICLET,
Insider Risk Management — Policies » 7R'J >~ —{ERL » [Data leaks by priority users]
ERNR7ZITAETA i KET 7Y D YO— R, USB IE—. AEBA—JVERIX. SharePoint —4&
7OtER
ESfRHAR - JIL—EBIMBEA 5. REEFEHE 30 HEE T
72— MERME : Medium (false positive (Tt U THHEE)
To—R@HEL HR EITEFa)Ta

BE: Cnicld. BEGEIN G - el = TREEES%Z Departing Employees 7L —FITBINT 2 XE SNl
HR 7O 2MBHETY, TOERRLODLP Y=L/ 1 XTT,

A2BERISAT7Y N T—9FE
MERETIN: V54 7Y MBBIFAESORFAAYNRA—NE, 9547V MNFELBELTRELE
5,

BRECCICANSD:SMB (IBE. BEEAERI 17> M) AN (E+H SE=H) HF>TH D, keyword
dictionary 7 7O—FNWERAMNTY, COI—Iid. BoTRIIZA 7Y REDA—=)VICEE SO 547>
NDTF—5%=RMIT 27— =RIEUET,

ERRE:
Keyword dictionary %Z=fER% : Purview — Data Classification - Classifiers = Keyword dictionaries —
Create —» [Client Names and Domains|
BAARAR 9547V MEER, V547V REERXA Y, K<EODNDZFEM - BHE%, CRMI O
R— SIS EITAYTF VR,
D25 L SIT Z1ERL U, _EEED dictionary % match threshold 5 LA E TSR (BEDOU 17> MT
ENTDRFIAYNEHE, CNIE 195047 NI NEED] OZHRRRIERER)
RUSY—=7oy3y  A—Y—@BHNET Audite 7AW T LR\, false positive B'Z T D76,
£— K ! Audit only

CDIV—)VlF enforce Tld% <. EXMIC informational E UGERULE Y, BB S04 7>Y 2L
Ea—FAO7 9T ETaZERTDETHD. ERAEWITDETIRGD EFHA.
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A.3 EEXEETFINA I
%R T BH: KESBD USB M. sensitive BTV OHREEREUET,

BEC CICANSH: SMB I heavy-handed 72T KRR+ > hIBRZEES C ENZWVWTT AL RIEDT/V
A ZAHEL 1V —CREBEDT—RIZBHIFET,
ERRE:
Endpoint DLP — Device control
Confidential & Restricted SNJLDOAYFWAEUSB U A—NTILATF 4 ZICAE—95 &% 7AW
o
AV FVICBFRZ<ETO USB O —7% Audit (forensic trail & UTER)
SNFEDY T2V OERI%Z Audit
ZOMDTINA A7 U2 3> §Fal, USB Z2EMICAY 990> F2DTIREL, SNIFEIYT
Y ERETDDONEM,
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F=IN—=LAaB: AT >INV T7 >k

AT oI FB. A7 v yaFIlb—ER, ZFOMOEGEFEXEDISATY rET. FBER
sensitive asset N7 51 7 MREM. T UINS TV RIVFIOSAT7Y RDEETH DT —R, N—25
AVICATFEEBEMUET,

B.LEEBYUSAT7 Y MRAALYDIRE
MZRET 2N EBHDOI S 7Y bHRIFZRRICECRFaAY MeRHUET, JARIS1 7Y NE
ROT—YREOHHENZ S T FILTY,

BRECCIKANDD: AV TN T VT T 7 —LICRBERB I ZA47 > MOBERBNSHDERT, V517> k
BADTUNZTINICER-TIZAT7YNADT—INEEND L. BERBEEEFMBEOMAEICHED ET,
COI=IFET T+ haHDEICENZHIELE T,
ERE:
Keyword dictionary Z{ERK : [Client Names and Domains (Consulting) |
CRM/EGEBEY AT LNSEAN 1 @7 09T 1 TVSA4T7Y hNDEAR, FERXATAY, FEFRULHR
7124 L SIT :TMultiple Client Identifiers . dictionary 55 ® match threshold 10 A =8 — R+ 2
AV hMATEK
R > —15PT : SharePoint. OneDrive. Exchange. Devices
Tova Yy  AESHBEAETOY Y. #RHEABIC justification B, EFEIYR—I v —ICT7I—b
T— R A8BIE Enforce. #tAIE Audit

10 U EE VWS BEIRERMICEDICLTHDET, 75147 M) ZARPEEST VNS TILAERIE LT
DTHHT. FANDERPERANDSRZEHSICECT—AFHREULEE A

B2EMHI—-RDT 1 YHA-FUV
AZRET R0 BEESINERETYTL— b (SOW. TUNSTTUNTYTL—h BRETYTIL—H)
MERELERFaAAY M\ EEF—LATHEINZOZRHULET,

BRECCIKANS: VYT VI 77 —LRRERZRCVWTXET Y L —h2BFRALEI, 71~
H=FIVYMIED, TYTFL—bEVTHRFSTXEZEMU. AIDI A7 Y FDFITESBEWVKSICT
EEED

sheo.
X AE .

Purview — Data Classification = Classifiers = Document fingerprints — Create
FETYIL—MOTSYIRETZYIO—-R SOWFYFL—h FTUNSTVTFYTL—h BRE
TYTL—h BHEEKETVTL—H

DLP JL—IL7&1ERL L. ZFfFIC TContent matches document fingerprint] TEET>Y L —bDOWVWEN
Mz18%E

7O 3> REa X T sensitivity label (Confidential BLE) Off5ZER, (F53NTULRWEG
BIFHBERIOSINIEZER,

£— K : Enforce

B.3 Trainable classifier; %/ —ZX1—FK
AZRHTEID: RFaA AV RPA—NICTEEFNDY —XOA—REEHULET,
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BECCIKANZ:Z<OOAY TN T4 Y IRGEICOA—RFTUNSTIHAEENETITH O—RIFV—IE
BaBINETHD A—IIIMITBEINRETIEHODEEA CDII—IVIFER>TREEBICKD - RDOHEE
ZRIELE T,
BERE:
EJL k1 > @ TSource Codel trainable classifier % 1#F
5P © Exchange. Teams. Devices (endpoint)
o3y A-—H—IBHUL. 7507 hODGit URY N DOER%EIEZE. justification T override
AIAE
T— R #JHAIF Audit. 30 BHEBIC Warn A7 w UL —R

B.4 Information barriers BRE&V 514 7> b EGEF DAV YN T+ 207 7—LRIT)
IERHTIMFEETDISA 7Y MDD F—LABO@BEXG T 77 IR ERHUET,
BECCIKANSD: AVHNT A VI T 7—LDFEETD2D2D0514 7Y NEARFICEFZRF>TWD

6. 2T —LRBOBHRREER <TcHDIER %A information barrier NREICED C EMH D FT, B
MZBEETH D, EMEITORETIEHD £ A.

E%5E: Purview — Information barriers » FBBREREF—LADEI A Y NafER L. ZN5DRED barrier
R Y —HEEHUZXT, Microsoft @ Information Barriers R¥a XY hESBLTLLRESIW, BREF
runbook Dt o> 3> TIRSICIIEEIT T,

BEE: Information barriers |[JIEERETEEFZEL E2—DHHETY, M TEELRZWVNC &,
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ZF—IN—L A C: FSA BRFIKINVT7 > b+

SHFOEETICHEZEMY— RIS 7Y MAW 1 77> MERSI, & T R\ F— SR, I
BHRRRE, COF—N=LAF R=ZAZAVICMAT ERTHAN—EFa2UTBEEHIRS 1> &
J-SOX AV 517 Y ATERESNZBERBMHAMERIRE LET,

C.1 EZRRAMIBEH (MNPI) DOiR:E
AZRHET I MNPIZETC RFaAY b (Fr—ILAE, EREDRELR— b 87— X5 HHL.
RKARDEMT V2 arRE) ZREULET,

BRECCICANDD: SRTOY A /N\—tF a2 T 1 H40 RS54 Vid FELFEIBEROERNFERZR <Hl7%=
BERBIICROTWET, MNPI DIERNFATR G >0 ¥ —BGEIRAE. BH70>a>. HESAZRHLE
ENEPS
ERE:
PFEIRRIC TMNPIJ sensitivity label Z1ERL (Restricted @Y TS ~N)L)
Z#{ESI N MNPI RF a2 XY b5 47D document fingerprint Z#ERS : T4 —ILXETY L — bk,
RELR— TV FL—bh BREZEREBSERT Y IL—b
Auto-labeling /R > — © E&E fingerprint DWINMIC—ET ST, Fzld MNPI SharePoint
YA MROOAY T, £EIFFED MNPI +—7—R (IFRA1 BEARK] #E) =250 7VIC
MNPI S X)L %= EH
DLP JU—JU :MNPI SR Z IV TV IEWH R DIRR THEAEBBEEART], USB OE—FKA], EFIHER
% UDHIRIARR], MNPIEREFHEFa )T I —THDI—F—LDHERT
BEEELRD © MNPI SANISE Y TV YADE T U1 2% Advanced Audit T 10 7T
E— R : Enforce (70w %¥). 21— — override R8J

C2UY—FEbML—FT 1 I DED information barrier
AERHETEII: VS —FF—LENL—T A YIF—LDOBDEBE. RFaAY MNEBE, fEHEERBRLEL
ESCR

BECCIKAND: VS —FERL—FT 4 VI ORBEO® Chinese wall) (&, VY —F &L UEE|HHITY
277 —LICESTERNGEHETT, EROYEMNDE 1T TIFAR+T9TEH D, barrier I Teams.
SharePoint. X—JVICHEETBDHENGHD T,

EntralD €+ a5« JJ)L—F : [Research Team| & [Trading Team]

Purview — Information barriers = Segments » ZJ I —FHD I X > NE1ER

1) — : Research « Trading #WAETTAOY &

WRF7ZI>3Y i Teams Xy t—I VT (lonl &EFvRI). AL VI —2ERRF. SharePoint Y

EX>/)\—2wF OneDrive ¥4 LU B, X—)

B : DAY FSA 7Y AF—ARAEIAY NEAEETED
&EZ: Information barriers [FFE R 7 T9, —ERKET D RN disruptive ICREDFT, 7517V ~D
B AV T SAT Y A ESERIICHEL. A7 D hEEEICERE LTI,

CI3RERT—YDIRE
AZRET 2D RERDOEABR. 77 Y RRY Y3y RERMITBEZSCRFa1AY SOBEZIRH
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eSolia INTERNAL — Not for distribution outside eSolia

A reference for deploying Microsoft Purview Data Loss Prevention policies in client tenants. Describes
the eSolia baseline that applies to every client, plus three overlay variants for SMB, consulting, and FSA-
regulated clients. Use this as a starting point in delivery projects — it is not a client-facing document.

When to use this reference

Reach for this document when you’re setting up Purview DLP in a new client tenant, when you’re
reviewing an existing client’s DLP posture, or when you’re scoping a compliance engagement and need a
defensible starting point. The baseline is deliberately conservative — every rule in it should be justifiable
to an auditor, and none of it should surprise a reasonable end user. Client-specific tuning happens on top
of the baseline, not in place of it.

If you’re building a proposal or statement of work, use this document for your internal scoping and write
a client-friendly version for the deliverable. Do not send this file to clients.
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Prerequisites

Before you deploy any of these policies, the client tenant needs:

Licensing: Microsoft 365 E5, Microsoft 365 E5 Compliance add-on, or Microsoft 365 E5 Information
Protection and Governance add-on. E3-only tenants can deploy a subset (basic SITs and labels) but
lose trainable classifiers, endpoint DLP, and auto-labeling — worth flagging in the client’s licensing
discussion before you start.

Endpoint DLP prerequisites: For any policy targeting Devices, the client’s Windows and macOS
devices must be onboarded to Microsoft Purview device monitoring. For macOS specifically, see
eSolia-Defender-mac0S-DLP-Troubleshooting-Runbook-INTERNAL-20260410-en.md for onboard-
ing and known pitfalls.

Sensitivity labels published: A sensitivity label taxonomy must exist and be published to users
before label-based DLP rules can fire. The baseline assumes a 4-tier taxonomy (see Section 2).
Pay-as-you-go billing link: Some newer Purview features require an Azure subscription linked for
consumption billing. Check Purview — Settings = DLP — Billing before deploying rules that need
advanced classification or EDM.

Admin roles: Security Administrator or Compliance Administrator for policy creation. In tenants
using PIM, activate before starting — see the PIM activation note in the macOS runbook.
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The eSolia Baseline

Every client tenant gets these policies regardless of industry, size, or regulatory profile. They represent
the minimum acceptable DLP posture for any organization eSolia supports. None of them should
generate significant noise when correctly configured, and all of them prevent incidents that would be
embarrassing to explain in hindsight.

1. Cloud credential protection

What it catches: Accidental sharing of API keys, SSH private keys, database connection strings, and
cloud provider credentials in documents, emails, Teams messages, or files uploaded to SharePoint and
OneDrive.

Why it’s in the baseline: This is the highest ROI DLP policy in existence. It takes 30 minutes to configure,
catches a genuine and common mistake, and the consequence of missing it can be a complete cloud
environment compromise. The number of real-world breaches that started with a GitHub push or a
Teams paste of an AWS secret is substantial.

Configuration:

Locations: Exchange, SharePoint, OneDrive, Teams chat and channel messages, Devices
Conditions: Content contains any of the following built-in sensitive info types:
Azure Storage Account Key
Azure Storage Account Key (Generic)
Azure Service Bus Connection String
Azure IoT Connection String
Azure SQL Connection String
Azure DocumentDB Auth Key
Azure Publish Setting Password
Amazon S3 Client Secret Access Key
Amazon AWS Access Key ID
Google API Key
JSON Web Token
SSH Private Key
General Password
Actions:
Block external sharing
Notify user with a custom message: “This content appears to contain cloud credentials or au-
thentication secrets. Sharing credentials externally is not permitted. If this detection is incorrect,
please contact IT.”
Allow override with business justification (for internal sharing false positives)
Generate incident report to security team
Mode: Enforce (block)

Expected false positive rate: Very low. The SITs are tightly defined and include proximity rules and Luhn-
style validation. Primary source of false positives is documentation that shows example credentials —
solved by excluding your documentation SharePoint site or using placeholder values in docs.
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2. Sensitivity label enforcement
What it catches: Movement of documents marked with sensitivity labels in ways that violate the

intended protection level.

Purview DLP Baseline Policy Reference

Why it’s in the baseline: Sensitivity labels are the backbone of every mature DLP deployment, and their
value is only realized when paired with enforcement rules. Without rules, labels are decorative. Our job
is to make them functional.

The eSolia 7-tier label taxonomy:

Priority

0

Label (EN)
Public

Work Share

Commercial
Papers

Protected Internal

Client Confidential

Confidential

Restricted
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Label (JA)
HA—R

EBHE

FRER

HA—AR

LETET

Definition
Approved for

public
consumption

Routine external
sharing with
specific contacts

Client-facing
business
documents
requiring
processing

Internal-only,
baseline
protection

Client data under
duty of care

Sensitive internal
(HR, contracts,
legal)

Highest
classification
(financials,
strategy, MNPI)

DLP behavior

No restrictions

No restrictions
(content is meant
for external
sharing)

No restrictions
(content is shared
with specific client

contacts)

Block external
email, block
upload to non-
allowlisted cloud
services

Block external
sharing, block USB
copy, audit print

Block external
sharing, block USB
copy, require
justification for
print

Block all external
egress including
email, USB, and
cloud upload.
Audit clipboard.
Require
justification for
internal sharing
outside the
labeled security

group.
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Both the EN and JA label names should appear on every label so bilingual staff can apply them in
whichever language they’re working in. See the Purview Sensitivity Label Taxonomy and Application
Guide for the full reference including user-facing descriptions and decision guidance.

Configuration notes:

Apply labels through both manual (user-driven) and auto-labeling policies. Auto-labeling is where
the real coverage comes from.

Auto-labeling conditions for each tier should be documented per client, because the conditions
depend on client-specific content. A common pattern: auto-apply Confidential to anything in the
Legal SharePoint site; auto-apply Restricted to anything containing Japan My Number or matching
the client list fingerprint.

Labels should also enforce encryption and access restrictions on Confidential and Restricted tiers,
independently of DLP. This is a setting within the label definition, not the DLP rule.

Mode: Enforce for Confidential and Restricted, Audit for Protected Internal for the first 30 days of
deployment then enforce.

3. Japanese personal data protection
What it catches: Movement of documents or emails containing Japan My Number (fBAZES), Japan
resident registration numbers, or large quantities of Japan-format personal data.

Why it’s in the baseline: Japan’s Personal Information Protection Act (APPI) treats My Number as
the highest-sensitivity identifier category. Unauthorized disclosure triggers mandatory reporting to the
Personal Information Protection Commission and can result in criminal penalties. This rule exists in every
eSolia-managed tenant regardless of whether the client thinks they handle My Number data, because
“we don’t think we have any” is how incidents happen.

Configuration:

Locations: Exchange, SharePoint, OneDrive, Teams, Devices
Conditions: Content contains any of:
Japan My Number (Individual Number) — built-in SIT
Japan Resident Registration Number — built-in SIT
Japan Passport Number — built-in SIT
Japan Driver’s License Number — built-in SIT
Match threshold: 1 or more (not 10+ — a single My Number is sensitive enough to warrant the
notification)
Actions:
Block external sharing
Block copy to USB removable media
Notify user with custom message in both English and Japanese
Generate incident report to compliance team
Log to Activity Explorer with high severity
Mode: Enforce (block)

Expected false positives: Low, but not zero. The Japan My Number SIT uses a 12-digit check but can
match random 12-digit numeric strings in certain contexts. If the client has legitimate 12-digit identifiers
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(employee IDs, project codes, etc.) that collide, create a custom SIT with proximity rules or add the
specific ID format as an exception.

4. Financial data protection
What it catches: Credit card numbers (Luhn-validated), bank account numbers, SWIFT codes, and
similar payment instruments in documents or communications.

Why it’s in the baseline: Every organization handles some financial data even if they’re not a financial
institution — invoices, expense reports, vendor payment information. The cost of a credit card number
leak in Japan is not as dramatic as under PCI-DSS US enforcement, but it’s still reportable and still
damaging.

Configuration:

Locations: Exchange, SharePoint, OneDrive, Teams, Devices
Conditions: Content contains any of:
Credit Card Number (built-in SIT with Luhn validation)
Japan Bank Account Number
International Bank Account Number (IBAN)
SWIFT Code
US/UK Bank Account Number (for clients with international exposure)
Match threshold: 1+ for credit cards, 1+ for bank accounts
Actions:
Block external sharing via email or cloud upload
Require justification for internal sharing outside Finance security group
Audit USB copy
Mode: Enforce

5. Baseline external sharing controls
What it catches: External sharing of any content from sensitive SharePoint sites or OneDrive folders,
regardless of content classification.

Why it’s in the baseline: Content-based DLP is powerful but not infallible. A policy that says “nothing
leaves the Legal site to external recipients” is a useful belt-and-suspenders layer that catches cases
where content classification failed or labels weren’t applied.

Configuration:

Locations: SharePoint (specific sites), OneDrive

Conditions: Content is shared with people outside the organization

Actions:
For sites tagged “Restricted” (Legal, HR, Finance, client-specific project sites): Block external
sharing entirely
For all other sites: Notify user and require justification

Mode: Enforce for Restricted sites, Audit for general sites

This rule requires some per-client setup — identifying which SharePoint sites are Restricted. Work with
the client to list them during the onboarding project.
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Overlay A: SMB Variant

For small and mid-sized clients without industry-specific regulatory obligations. The baseline plus these
additions.

A.1 Departing employee protection
What it catches: Unusual file access patterns from employees flagged as leaving the organization.

Why it’s here: The most common data exfiltration scenario in SMBs is a departing employee copying
client lists, deal pipelines, or design files on their way out. This is less about malicious insiders and more
about honest misunderstandings — people think they’re allowed to take “their work” with them.

Configuration:

Implemented via Microsoft Purview Insider Risk Management, not traditional DLP, but uses the same
content classification infrastructure.

Create a security group in Entra ID called “Departing Employees” that HR populates when notice
is given.

In Insider Risk Management — Policies - Create policy = “Data leaks by priority users”

Monitored activities: bulk file downloads, USB copies, external email forwarding, SharePoint bulk
access

Monitoring window: From date added to the group, for 30 days after their last day

Alert threshold: Medium (tune based on false positive rate)

Alert notifications: HR and IT security

Important: This requires a documented HR process for adding employees to the Departing Employees
group when notice is given. DLP tooling without process is just noise.

A.2 Light-touch client data protection
What it catches: Documents and emails containing client identifiers when the client name matches a
client dictionary.

Why it’s here: SMBs typically have a manageable client list (dozens to low hundreds), which makes a
keyword dictionary approach practical. This catches cases where someone accidentally attaches the
wrong client’s data to an email to a different client.

Configuration:

Create a keyword dictionary: Purview — Data Classification — Classifiers = Keyword dictionaries —
Create —» “Client Names and Domains”

Populate with: client company names, client primary domains, and common subsidiary/product
names. Maintain quarterly from CRM export.

Create a custom SIT referencing the dictionary with a match threshold of 5+ (catches documents
mentioning multiple clients, which is a reasonable proxy for “contains a client list”)

Policy action: Audit with user notification. Do not block — too many false positives.

Mode: Audit only

This rule is deliberately informational rather than enforcing. Its purpose is to generate activity for
monthly compliance reviews, not to prevent work.
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A.3 Standard device controls

What it catches: Unauthorized USB usage, print of sensitive content.

Why it’s here: SMBs often don’t want heavy-handed endpoint restrictions, but a minimal device control
layer prevents the worst cases.

Configuration:

Endpoint DLP — Device control
Block copy of Confidential and Highly Confidential labeled content to USB removable media

Audit all USB copies regardless of content (useful forensic trail)

Audit print of labeled content
Allow other device actions — this isn’t about locking down USB entirely, it’s about protecting labeled

content.
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Overlay B: Consulting Variant

For clients in consulting, legal, professional services, and similar engagements where the primary sensi-
tive asset is client work product, engagement deliverables, and multi-client separation. The baseline
plus these additions.

B.1 Multi-client domain detection
What it catches: Documents containing identifiers from multiple clients simultaneously — a classic
signal of cross-client contamination or data mixing.

Why it’s here: Consulting firms have strict client separation obligations. A deliverable that accidentally
includes data from Client A in a document for Client B is both a confidentiality breach and a liability issue.
This rule catches that before it leaves the tenant.

Configuration:

Create keyword dictionary: “Client Names and Domains (Consulting)”

Populate from CRM/engagement management system: all active client legal names, primary
domains, and major subsidiary names

Custom SIT: “Multiple Client Identifiers” with match threshold 10+ from the dictionary within a single
document

Policy locations: SharePoint, OneDrive, Exchange, Devices

Action: Block external sharing, require justification for internal sharing, alert to engagement manager
Mode: Enforce for external, audit for internal

The 10+ threshold is deliberately high — you want to catch client lists and combined deliverables, not
legitimate mentions of competitors or industry references.

B.2 Engagement code fingerprinting
What it catches: Documents derived from standardized engagement templates — statements of work,
deliverable templates, invoice templates — being shared outside the engagement team.

Why it’s here: Consulting firms reuse document templates across engagements. Fingerprinting lets you
track documents that started life as a template and ensure they don’t end up in the wrong client’s hands.

Configuration:

Purview — Data Classification = Classifiers = Document fingerprints — Create

Upload blank versions of key templates: SOW template, deliverable template, invoice template,
engagement letter template

Create DLP rule with condition: “Content matches document fingerprint” for any of the templates
Action: Require the document to also have a sensitivity label (Confidential or higher) — if it doesn’t,
require labeling before allowing sharing

Mode: Enforce

B.3 Trainable classifier: source code
What it catches: Source code in documents or emails.

Why it’s here: Many consulting engagements involve code deliverables, and code should travel through
source control, not email attachments. This rule catches accidental code sharing via the wrong channel.

Configuration:
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Use the built-in “Source Code” trainable classifier

Location: Exchange, Teams, Devices (endpoint)

Action: Notify user, suggest using the client’s Git repository, allow override with justification
Mode: Audit initially, upgrade to Warn after 30 days

B.4 Information barriers (for consulting firms with competing-client engagements)
What it catches: Communications or file access between teams working on competing clients.

Why it’s here: If the consulting firm has engagements with two competing clients simultaneously, they
may need formal information barriers to prevent information leakage between engagement teams. This
is organizational, not just technical.

Configuration: Purview — Information barriers = create segments for each competing engagement
team, define barrier policies between them. See Microsoft’s Information Barriers documentation for
details — the configuration is specific enough that a runbook section can’t do it justice.

Important: Information barriers require careful planning and legal review. Do not implement unilaterally.
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Overlay C: FSA-Regulated Variant

For financial services clients subject to Financial Services Agency supervision: fund management firms,
investment advisors, trust banks, securities firms, and similar. This overlay assumes the baseline plus
significant additional controls required by FSA cybersecurity supervision guidelines and J-SOX compli-
ance.

C.1 Material non-public information (MNPI) protection
What it catches: Documents containing MNPI — deal memoranda, earnings reports pre-release, invest-
ment theses, trading strategies, pre-announcement corporate actions.

Why it’s here: FSA cybersecurity guidelines explicitly call for controls preventing unauthorized disclo-
sure of non-public information. Unauthorized MNPI disclosure can trigger insider trading investigations,
regulatory action, and criminal liability.

Configuration:

Create a “MNPI” sensitivity label in the taxonomy (sub-label under Highly Confidential)

Create document fingerprints for standardized MNPI document types: deal memo template, earnings
report template, investment committee minutes template

Auto-labeling policy: Apply MNPI label to content matching any of the fingerprints, OR content in the
MNPI SharePoint site, OR content containing specific MNPI keywords (“pre-announcement”, “non-
public”, etc.)

DLP rule: Content labeled MNPI cannot be shared externally under any circumstances, cannot be
copied to USB, cannot be printed without pre-authorization, cannot be shared with users outside the
MNPI-authorized security group

Audit trail: All access to MNPI-labeled content logged to Advanced Audit with 10-year retention

Mode: Enforce (block) with no user override permitted

C.2 Information barriers between research and trading
What it catches: Communications, document sharing, or meeting attendance between the research
team and the trading team.

Why it’s here: The “Chinese wall” between research and trading is a fundamental requirement for firms
that both produce research and execute trades. Traditional physical separation is no longer sufficient —
the barrier must exist in Teams, SharePoint, and email as well.

Configuration:

Entra ID security groups: “Research Team” and “Trading Team”

Purview = Information barriers - Segments — Create segment for each

Policies: Research < Trading is blocked bidirectionally

Covered actions: Teams messaging (1-on-1 and channels), calendar meeting invites, SharePoint site
membership, OneDrive direct sharing, email

Exceptions: Compliance team has visibility into both segments

Important: Information barriers are a one-way door. Once deployed, they’re disruptive to undo. Work
with the client’s legal and compliance functions before deploying, and stage the rollout carefully.
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C.3 Investor data protection
What it catches: Movement of documents containing investor personal information, fund positions, or
investor communications.

Why it’s here: FSA fund management supervision treats investor data as specially protected. Client
fund managers must demonstrate controls preventing unauthorized disclosure of investor identities,
holdings, and communications.

Configuration:

Create a sensitivity label “Investor Confidential” (sub-label under Highly Confidential)

Auto-label content in the Investor Relations SharePoint site and specific investor communication
folders

Create a keyword dictionary of investor legal names and primary contact domains (maintained from
the fund management system)

Custom SIT: “Multiple Investor Identifiers” matching 3+ investor names from the dictionary (lower
threshold than the client variant because any multi-investor document is already concerning)

DLP rule: Block external sharing, block copy to any non-approved destination, require justification
for all internal sharing outside the IR team, audit all access with high-severity logging

Mode: Enforce

C.4 Advanced audit retention
What it catches: Not a DLP rule per se, but an enabling configuration for every other rule’s forensic value.

Why it’s here: FSA examinations can look back years. Standard Purview audit retention is 180 days,
which is not sufficient for regulatory defense. FSA-regulated clients should have Advanced Audit enabled
with 10-year retention on all DLP-related events.

Configuration:

Purview — Settings = Audit - verify Advanced Audit is enabled (requires E5 licensing)

Purview — Audit — Retention policies = Create — retain DLP events and file access events for
10 years

Document the retention policy in the client’s compliance documentation

Include audit log export to cold storage as a quarterly operational task

C.5 Communication compliance for investment discussions
What it catches: Teams messages, emails, and meeting transcripts discussing investment decisions,
recommendations, or client positions in ways that violate compliance policy.

Why it’s here: FSA rules require supervision of communications relating to investment recommenda-
tions. This is a Communication Compliance use case rather than DLP strictly, but the content classifi-
cation underlies both.

Configuration:

Purview = Communication Compliance — Policies - Create

Template: Sensitive info types with a custom classifier for investment terminology in Japanese and
English

Monitored scope: Trading team, research team, client-facing advisors

Review queue: Compliance team

Protected Internal/ #tA—f% — v20260411C | PDF/A-2b (ISO 19005-2) 32/37



\‘@ eSOI Ia Purview DLP Baseline Policy Reference

Mode: Audit with sampling (review 5% of matches) initially, scale based on findings
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Deployment approach

Regardless of which overlay you’re deploying, follow this sequence. It exists because deploying DLP in
one big bang creates visible disruption that damages the project’s credibility and makes tuning impos-
sible.

Phase 1: Audit mode (weeks 1-2)

Deploy every rule in audit mode with no user notifications. Watch Activity Explorer for matches. The goal
is to understand what the rules catch in the client’s actual environment before anything visible happens
to end users.

Expected outcomes: you’ll discover false positives, legitimate business processes that the rules interfere
with, and gaps in your content classification (content that should match but doesn’t). All of these are
normal findings and get addressed before Phase 2.

Phase 2: Notify mode (weeks 3-4)

Turn on user notifications for rule matches, still without blocking. Users start seeing “this action triggered
a DLP rule” messages. The goal is to train user behavior and surface legitimate use cases that need
exceptions.

Expected outcomes: a wave of user questions (“why did I get this notification when I was just emailing my
colleague?”), some legitimate exception requests, and a general increase in awareness that DLP exists.
Handle the questions promptly — tone-set for the deployment.

Phase 3: Enforce (week 5+)
Turn on blocking for rules where blocking is configured. Keep audit-only for rules that are informational.

Expected outcomes: a small number of blocked actions, user escalations for genuine business needs
that weren’t captured in earlier phases, and the beginning of steady-state operation.

Phase 4: Steady state (ongoing)

Monthly review of Activity Explorer, quarterly review of policy effectiveness with the client, annual review
of the full baseline against changes in client business and Microsoft feature updates.
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Tuning and exception handling

Every baseline deployment will need client-specific tuning. Common adjustments:

Exclude the client’s own documentation SharePoint site from credential detection rules (they have

example credentials in docs)
Add allowlist entries for the client’s approved cloud services so upload-to-cloud rules don’t fire on

legitimate uploads to their own file sharing

Add exception groups for users with legitimate access to sensitive content (Finance team for finan-
cial data rules, Legal team for contract templates)

Adjust match thresholds in keyword dictionary SITs based on observed false positive rates

Create client-specific sensitive info types for their unique identifiers (internal project codes,
product names, employee ID formats)

All tuning should be documented in the client’s DLP implementation log, kept alongside their tenant
documentation. Future eSolia staff need to understand why a given exception exists.
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What’s deliberately not in the baseline

A few policies are common in Purview deployments but are deliberately not part of the eSolia baseline.
Knowing why is important because clients sometimes ask for them.

Full email content scanning with keyword matching. High false positive rate, low value, annoying for
users. Only deploy when specifically requested and justified.

Block all external email with attachments. Creates too much friction to be sustainable. Users route
around it via personal email, which is worse than the original risk.

Watermarking of all documents. Available through sensitivity labels but rarely useful and often ugly.
Only deploy when there’s a specific requirement.

Trainable classifier for “company confidential” style content. The built-in trainable classifiers for
generic business confidential content are unreliable. Use sensitivity labels and explicit SITs instead.

Block access to all personal cloud storage. Better handled at the network layer (Cloudflare Zero Trust,
firewall DNS filtering) than at the DLP layer. DLP policies for this purpose fire too late in the workflow.
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours  Monday-Friday, 9:00-18:00 JST
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