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eSolia INTERNAL — Not for distribution outside eSolia

eSolia BT D mac0S 7/\- X T Microsoft Defender for Endpoint 3 & U Endpoint DLP DRREH TR = 1=
EZTDEKT VTV ITY, HFic. 2026 F4 BIC 4BFEAN ULTZ & Ui (Defender Organization ID (3
Entra Tenant ID Tl3RE\W) ZREHXTEITENTLLEEL,

CD3Y Ty I%EESIH
UTOWINHICEZET B5E. CORFIXY MEVWTIREW,
Microsoft Purview - Device onboarding — Devices T macOS 7/\-r 2® Endpoint DLP status h%

Disabled & XREN%
Accessibility &7z & Full Disk Access @ Configuration status A% [Not updated] D FE FBHEL)

Mac £ mdatp health #7925 &, HFLEEKRSD org id MR- TLKD

Defender NEE ST+ MCAYR—REINTWVWB LI ICRAT. 74 FZ @I LTWD

tamper protection A' sudo T® Defender daemon #&FZ 7 AwY 27 LTWS
BHRMRERZIAD DHIIIC. BIRDEI Va3V ERATLREZW, RBELOFREZVWERAIFE, REZZATIF
%< TRVIAMK] T,
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ChEFIREZTHEIEW
Microsoft |, EUCHEBICT L T2 DDERD GUID 2T L TE->TWLWET,

kBl ={1} 3 &R CTE I8P eSolia D&
Entra Tenant ID Microsoft Entra @7 « L Entra admin center. 436f19ac-627e-4ecl-
I~V ID, #ECEIC Azure portal, M365 & bfcb-7404d06a5b46
Do Y —)LdD URL D

tid= )¢S X—%

Defender Organization Microsoft Defender XDR mdatp health -- 9cf9ad79-
1D A THEONDT—T 2 field org_id o £064-42b8-
N—2#HAlF. CNHHE . Defender portal b551-0bd97d6a9efe
Woelc1 2, @ attack map.
onboarding XML @R+
A—k

CD2DOOGUIDIF, MAEH eSoliazrkiELTWVWET, BUHNFTIEHDEFHF A, Mac ET
mdatp health --field org_id ZZEfTULT. Purview R—#% )LD tid= &—EUL7ZWLGUID hIR->TET
B, FNREEREHTT, JOATFY REREBRULZVWTLIRESL,

Hi#8: Microsoft Q&A — Updating Organization Name in Microsoft Defender, Microsoft X% 7 MERAIC
&MiF. Defender portal Tld Tenant ID & Organization ID (&R DB F Tdp D, Tenant ID (& Entra &—
H9dBh\ OrganizationID ldFa V7 AV TFANEHOHAIFTHD. £DIT &,

COZYTVINS 1DRIFFLERDE5. LOXRTT,
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macOS kR Defender for Endpoint DLP NS TV a—Fa VT SV Ty o

Intune ¥ Purview TAINEZET DHEIIC. HEAZ(IFT TS Mac TUATOOYY REETL, BHAFELR

alTrezw,

Step 1: Defender HEIEL 5 1 > ADEWMWHHEES

mdatp health

HEADUTDT 1« =)l RaERUE T,

J14=ILF
healthy

licensed

org_id

real_time_protection_enabled

tamper_protection

data_loss_prevention_status

managed_by

HAfHE

true

true
eSolia @ Defender Org ID (LdDZ*
Z=ZHR)

true [managed]

block [managed] 7%
block

active

MDM

Step 2: 1 VA —=JViBEHTAT 7 1 ILDIESR

sudo profiles list | grep -iE "wdav|dlp|defender|microsoft"

FTEICRESNTc Mac Tl RIEBRATHURETT,

com.microsoft.wdav

preferences

(f5l]: eSolia-Defender-Preferences-Baseline-INTERNAL )

HRFELESIZS
Defender |CfE®EH D,
health_issues ®2%l%&HEsR
SAEYZAEDHETOME. £l
FYR—=RINTVAEL
K=y OB TRERE

Preferences profile kBB &7z
=& SEIEE
BE®D, #N (eSolia FTcldd
EDFVR—T«>D) AV IL
W3
Preferences profile 7' DLP
feature flag "' Z3&, TD Fix1l %z
2R
EREN Intune MBERTVRW,
A7 71V RHAZER

profile

com.microsoft.wdav.atp onboarding profile (f5l]: eSolia-Purview-mac0S-Onboarding-INTERNAL )

com.microsoft.wdav L7 com.microsoft.dlp.daemon [T L T Full Disk Access. Accessibility.
Notifications. Background Services 259 %/\> RV (XcHMERZTAT 7 1))

Step 3: Purview iR— % )L COF I\ ZIREEFEER
Purview IR—% )l OR® Step TTF > Mz ing T#:8) T Settings — Device onboarding - Devices =R E.
W& Mac 2R DIFET, FHlRAT Y TUTHETRICHE > TVWBIRETT,

Configuration status: Updated
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Policy sync status: Updated
Accessibility: Updated

Full disk access: Updated
Endpoint DLP status: Enabled

ENHHMHRWNEE. ROEIY3YOWITNHANZELET,

Step 4: IEUL W Purview T+ MTH A1 V1 > LTWBHVESR
ZTEAENMZDHIC. EET7 IV ECRAOHDIEET T LTld <. eSolia @ Purview icH1 4> LTWBC
EEMERUET, UTOD 3 D2EMIICIHER L TLIEE U,

1.

URL: Purview K — % JL ® URLIC & %  tid= AHY [ eSolia®d Entra Tenant ID
( 436f19ac-627e-4ecl-bfcb-7404d06abbd6 ) ~—E T B &,

PRI—AZa—HLEOI—T =720 v T, RnSNDEREND leSolia Inc kA& 1Y
7] THdC &,

FAIOR=F a2 ONRYT—=IDARE: 7R —FT 1 VT |FATR=FT TNy r—I% 5o >AO—R
BHES, XMLICEEND org ID &R ULE T,

grep -oE "[a-f0-9]{8%-[a-f0-9]{4}-[a-f0-9]{4%-[a-f0-9]34%-[a-£f0-9]512%" \
~/Downloads/DeviceComplianceOnboardingPackage/intune/DeviceComplianceOnboarding.xml \
| sort -u

HiIfF N3 IS eSolia ® Defender Org ID AEFENTWBIFT TY, H L eSoliad Org ID &E—H L=
FNE. FoYO0—-REFICAIOTFY MIYAY1>Y L TWel &IKiRDET,
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ZIEEFIE (FTREMEDFVIR)
EMBIBIE LTSRS W, FIORTY TEHa FICHENBA TS 3 Y ICRIFBVNT &,

Fix 1: Preferences profile IC DLP feature flag H’&5%

fELR: mdatp health T data_loss_prevention_status: "disabled" , Defender |#EE o1tV EH
MDM BIEELHIER, ZNLNEE TR, RHZ L DLP EMEDREE T, 2026 & 4 BIC eSolia W' BEATEDH
g

[RE: Intune ¥ TR I N com.microsoft.wdav preferences profile IC. DLP daemon ZB¥MET S
dlp.features F—NAEFNTLVEL,

DAVITa4vIR (SYYCL, ROTAT 7 IIVEHEETHEE)

sudo mdatp config data-loss-prevention --value enabled
mdatp health --field data_loss_prevention_status

# HAfFE: "active"

BAME (preferences profile) : baseline preferences profile @ com.microsoft.wdav N+ O— KR
DIFo70v o%EBIMU. Intune BATBREMBAUEY,

<key>dlp</key>
<dict>
<key>features</key>
<array>
<dict>
<key>name</key>
<string>DLP_feature_enabled</string>
<key>state</key>
<string>enabled</string>
</dict>
</array>
</dict>

TEKROU LY TOT7Aa4NlE. K> Tv o ERBUBRICH S
eSolia-Defender-Preferences-Baseline-v2-INTERNAL.mobileconfig 49,

Fix 2: Company Portal W7 7UZEEZ OV I3NTWVWS (macOS 15 LARE)
ER: Intune h'5 707 7 1 IVIZEBE I NS NN Defender DIKEHNZE D 5720\, macOS (T ICompany Portal
was prevented from modifying apps on your Mac] &WS@HIAH 2,

[RE: mac0S 15 (Sequoia) TBIIE 117z App Management 75+ VY —#lfil, b7 FUELET 27 S
ICXE U TR R AEGE A IME T, Company Portal [FESIICZEDATIVICEZHULE T, A 772&. Intune
7 TUA Y2 =), B, —EOTAOT 7 AIBRBORELEEETTCETEE
¥H4: Mac £ T System Settings = Privacy & Security = App Management = Company Portal =7 >/ (T
95, ZD% Company Portal h'5 policy sync #Ef7 L. mdatp health ZFEiEsR,
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C1lE macOS 15 LIBEDFR Mac [T D eSolia iZEA >V R—FT 4 VI F v I AMNTBMIARZTIEET
ER

Fix 3: PPPC IERRDARE. Flld1—Y—{t5 (MDM BETRW)
fiElR: Purview 7R—% )L T Accessibility ¥ Full Disk Access h' Not updated] &ERRENS, Mac LT
Defender [EEIL\TUL\%, macOS System Settings TFE) TIERZB ML U THHE U7RL\,

[RE: Purview |&. MDM T push &7z PPPC profile IC& > TS a7z TCC #EFR (Accessibility.
Full Disk Access %% &) DHZERBMUET, I—F—MNFH TRV URIERIFERHM L EB A HFIC
com.microsoft.dlp.daemon |t Defender T—Y x> KK ERRIOT FUTr—> 3> Th D, HERZ(ER
5T 2RENHDET,

¥H4: Microsoft M combined mdatp.mobileconfig /U KL% Intune @ Custom profile & UTERUE
9o D/ R)bICIE Full Disk Access. Accessibility, Notifications. Background Service Management,
Network Filter, System Extensions @ PPPCRA O—RMNEFEFNTH D, com.microsoft.wdav &
com.microsoft.dlp.daemon DA ICTT UCERIRESNTWVWET,

4 o > @A — K 55 : https://raw.githubusercontent.com/microsoft/mdatp-xplat/master/macos/
mobileconfig/combined/mdatp.mobileconfig

Intune TOFEFA: Devices » macOS — Configuration profiles = New Policy = Templates - Custom —
.mobileconfig % 77w O — K — Device channel » X% Mac ICEID T,

A7 7 I)ER%. Mac =BEE LTSV, ETHOD daemon [CXF 9 D TCC HEED 5 E. daemon
EERNREEETT,

Fix 4: Tamper protection 77+ NEBX B 7YV A =)V2T70OYv 0

FER: AT TFH > MCBAYR—R UL (Org ID OF5HBIEWVNTIE <), 2\ d Defender =7 >
A A =)L UTW\, uninstall 22 7 ~%&%E179 % & [Defender is in the strict tamper protected mode,
change it to either disabled or audit mode and repeat uninstallation] &&RREIND,

[RE: Tamper protection H'EZEHED ICENIWNT WD, [EBREE T,

HEOWN - IREDT T MSFTR=F 1 2 VIV r—I%EUST B, Defender 3. IRTED org_id F
IKEBRINEATR—FT 4 Y IRAO—-—RDIHZEZIFTANE T, 7 TIR—TF « > plist % Intune @ Custom
profile E UTRB L. BHIE2, CNAE—DOYR—NSINEHEET KBHEHD EFEA,

FIR=F 4 2NNy T—IDBAFTERWES (FNTIH T2HORHICEEH) :

1. tamperProtection.status = disabled % X2 5 9 2 — B M &2 com.microsoft.wdav
preferences profle = E B ¢ % . U 7 » L ¥ X 57 ¥ 7 L — ~ &
eSolia-Defender-Tamper-Disable-TEMPORARY-INTERNAL.mobileconfig (C&H D FE T,

2. fth|C com.microsoft.wdav profile NE|D LB TENTWVWRWI EEHERVT 5, macOS EHET
% managed preferences %& TEIUWMEAES D) IL—ILTY—I 3 D78, baseline profile At tamper
protection %= block (TEZELTWL\D &, disable profile FH>TEEETINET,

3. Company Portal = sync —» FBiic&) » mdatp health --field tamper_protection #' disabled 7%
RY C & =R,

4. uninstall 27 J 7 h&%E1T,

5. [Ef¢Ic tamper-disable profile = Intune N SHIFR T S, BEIEXWRD Mac (T tamper protection &3
DIREZFTZ L TIEWFFRE Ao
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Plan B — managed preference H'¥Ih WSS (F1) : macOS Recovery THEI L. data volume Hh'5
Defender =FF) CTHIFR S B, Defender NENLNTULVZL\ =8, tamper protection ZEZ L2 TD T V5 1 LR
EZ/I\AICATEET, EXRD Recovery Mode 1iR=SHR, S5 DIF Org ID DBBEHEMTH D C L&t
BULTHS, 2026 F4 BD1 > 7> hTld. OrgID & Tenant ID MJERENIT &K D ARE % Recovery Mode
ETICEDF U
Fix 5: BIDREA
Fix 1 h'5 4 &3 UCTHIERNEE L2WEE. A TOWITNHADORBEENSH D T,
BHWF/INL AL O— KA Purview (T3> TWD, WTNEENT reconcile 211E 3 AN Purview - Device
onboarding - Offboarding H5F & A 7R — R EATEE,
H—KN=—TFs8ELFaVFTsYV I bDFESE (BlockBlock. RansomWhere 7% &),
mdatp health --field conflicting_applications THESR, @%E Defender OEEBE (LUH T E AN
/A ZORERAICTIFRDET,
2w T —2 egress h' Defender DUV T T RIVRRAYMEEZTAOYILTWDS,
mdatp health --field cloud_enabled # &0 Defender 7L XA MU I Y R4 Y hADEEMZE
M8
Defender EJL RHE <. #7 L L managed preference F+—758: L TL\ )\, Intune 7 U RN S
B3,
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2026 FABD1 VYTV M. HilkR
ERRICADFEEToh. KEBEKE VTR UET,

1.

6.

Mac @ Endpoint DLP A Purview T Disabled & EXREINTc, EDREREF Fix 1 @ DLP feature flag &%
&o ARIZS 15 7 THEARTY 2 RRE,

. Z¥rthic mdatp health --field org_id A\ 9cf9ad79-£f064-42b8-b551-0bd97d6ad%efe %R LT=,

FDEET Purview IR—4)L D URL (3 tid=436f19ac-627e-4ecl-bfch-7404d06a5b46

D 22D GUID Z[E U#HAIF (EntraTenantID) £EEBVIAK A—HZz MBEOEE AV TV
L&D UVORTFY NER] EBIRUT,

ZDERABRE. BofcABIC NS TV a—T a0 VI %EED T, tamper-disable profile DERH. &[]
@ sync i11T7. Recovery Mode T® Defender T27 41 /. FUTRERBA YR—FT 71>,

- BAYVIR=FT >0t org_id [FRAL 9cf%ad79... D GUID &R L7z, % Z T Microsoft K41 X

>~ ~%Z1&% U, Defender Organization ID A Entra Tenant ID & B D5#AEIF TH D Z EAHIE, &)
M5 IEBRIRRETE > Teo
LBYDIERICT THERDIBIEE (EE Fix1) 31265 RMNDT,

-

2 DD GUID = ULRWEE, ZNEN T—HIRELONESH] ZEhICTHERT S,
BENH oo, BENRFIEZRDBDAENICRF1IXAY M EEET D,
ZMFIE (Stepl ~ Step4d) #F vV JALEUTEODRIICE L, I Step 4 ZRIE IR0,

[2h

YWFEN) EWSEER. ST Ya—FTaYITEZOERFEFNEET,
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Appendix A: YD 7L 227A7 71TV TL—b

UTRDT7>TL—MEERZ YTy o E—EICEEINTH D, Microsoft ® Defender for Endpoint managed
preference AF—Y OEFICEETEZIREHLDTT,

TYFTL—h & BRAYI=Z>Y
eSolia-Defender- Baseline Defender preferences, eSolia BIE T DZE macOS ITIERE
Preferences-Baseline-v2- DLP feature flag. real-time F
INTERNAL .mobileconfig protection. cloud protection.

network protection. tamper
protection (block) =&

eSolia-Defender-Tamper- Tamper protection % disabled IC —BFM, {EFI1 ICRNEIRR
Disable-TEMPORARY - BB, VA YA N—IIEERE
INTERNAL .mobileconfig
eSolia-Purview-mac0S- eSolia 77+~ O Defender eSolia BIE T D% macOS ICIERE
Onboarding- Organization ID B LU F ViR — (5]
INTERNAL .mobileconfig TAVIRAO—REFD,

Purview W55 >YO—R UfeA >
R—=F 12710y T—IHXK
mdatp.mobileconfig Full Disk Access. Accessibility. eSolia BIE T DZE macOS ICIERE
(Microsoft GitHub) Notifications. Background 7
Services. Network Filter.
System Extensions @ PPPC {45
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Appendix B: Recovery Mode 71 7 (R#EFER)

Tamper protection NIEHR 7 >V 14 Y A h—)LZARHICT Oy 7 LTH D managed preference DXFLE L
BUTWBIBEDHMER LTIV, ETR1IC Org ID DREN A TH D EAEMTHEB U TSI,

SRR
1. &3 D Time Machine /\w 07 v 7 (£fcl@RFED/N\Y O 7v ) hHd T &R,
2. MacDF—4 R 1 —LRZEIEZ B, diskutil list #3470, /Library/Application Support %=
BT APFS R 21— L%ZER, @ d Macintosh HD - Data Ffz(d Data,
3. BBE/(2A7—R%ZHE (Recovery T Filevault D7 > 0w 7 ILHE),
4, K5V TvOEIAR— T AV EFRIT/INA ATRWTH <, Recovery s 7T IHREIEE Ao

FIE (Apple Silicon)
1. Apple XZa— > Yvy hIDY, REICERA T ITEETHD.
2. BIRN%Y > 7% TlLoading startup options -] MEXRIND X TR L, Options » Continue — 5B,
3. XZa1—/(— - Utilities » Terminal,
4, T=HRVa—LDBIYTY RINTVWDC EEHER:

1s /Volumes/

F— AR Y 3 —-—LAPAERINTCVWVEWVWESIFTFZ>XOY Y 5 F —4
AU a—LA0O )N EZTHICEY MU, Defender " E & 3 5 C & = &

bash DATA="/Volumes/Data" # BRIEBORU1—LARICEDED 1ls -la "$DATA/Library/
8 : Application Support/Microsoft/"
6.

Defender & DLP = Ell FR
bash rm -rf "$DATA/Library/Application Support/Microsoft/Defender" m -
rf "$DATA/Library/Application Support/Microsoft/DLP" rm -rf "$DATA/Applications/
Microsoft Defender.app" rm -f "$DATA/Library/LaunchDaemons/com.microsoft.fresno.plist"
rm -f "$DATA/Library/LaunchDaemons/com.microsoft.fresno.uninstall.plist" rm -
f "$DATA/Library/LaunchDaemons/com.microsoft.dlp.install_monitor.plist" rm -
f "$DATA/Library/LaunchAgents/com.microsoft.wdav.tray.plist" rm -rf "“$DATA/
Library/SystemExtensions/"*wdav 2>/dev/null rm -rf "$DATA/Library/

SystemExtensions/"*microsoft* 2>/dev/null
7. Defender B #E 7 » 4 J A K o T W & W C & &= E R

bash find "$DATA" -iname "xdefenderx" 2>/dev/null find "$DATA" -iname "*wdavx" 2>/
dev/null find "$DATA" -iname "*mdatpx" 2>/dev/null

8. Apple XZ1— — FBicE,

HicEg

Defender ([FEIBRESNTWSIET TF (mdatp health AY command not found %R 9 ), Intune #EZHT
baseline preferences profile. PPPC /\> K )L, onboarding profile ZFBElID HT U &9, Defender I& Intune
Apps » macOS THET7 TV EUTEIDHTSNTULWNIEBEEMICES YA M=laNFEd, IT—I TV~
AEicE&(IC mdatp health --field org_id TH#ER, £ LT OrgID I3 Entra Tenant ID TIRBZWI £ ==
nyic,
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Appendix C: Bifi7A—F v — bk
of_althIssics 4% |

N
DLP Dsabed *5o naery |
org_id OK? e DLP
DLP iX3r
OK active? No—» PPPC
Yes—»< PPPC OK?
No Fix 2: App Mgmt
Yes—»-
Yes i

Diagram
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BERFaAY
» Microsoft: Onboard macOS devices into Microsoft Purview solutions using Intune (MDE customers)
» Microsoft: Troubleshoot Endpoint DLP configuration and policy sync
* Microsoft: mdatp-xplat GitHub JR¥ kU — .mobileconfig 7> FL — hD—XRY —2
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BEWahtE
WXEt Y V7 T105-7105 EREGEXEHE 1-5-2 9B T« 2> — 5 & (Workstyling)
B 03-4577-3380
X= hello@esolia.co.jp

Web https://esolia.co.jp
EXRRFE 2 HB~%. 9:00~18:00
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\‘@ eSO I Ia Defender for Endpoint DLP on macOS: Troubleshooting Runbook

eSolia INTERNAL — Not for distribution outside eSolia

A practical runbook for diagnosing and fixing Microsoft Defender for Endpoint and Endpoint DLP issues on
eSolia-managed macOS devices, with special attention to the gotcha that cost us four hours: Defender
Organization ID is NOT the Entra Tenant ID.

When to use this runbook

Reach for this document when any of the following is true:

A macOS device in Microsoft Purview — Device onboarding — Devices shows Endpoint DLP status:
Disabled

Configuration status is stuck on “Not updated” for Accessibility or Full Disk Access

mdatp health ona Mac returns an org_id that doesn’t match what you expect
You’'re considering wiping Defender because it seems onboarded to the wrong tenant

Tamper protection is blocking sudo commands against the Defender daemon

Stop and read the next section before doing anything destructive. The most common cause of confu-
sion is a mental model error, not a real configuration problem.
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The one thing that could save you hours

Microsoft uses two different GUIDs for the same organization, and they live side by side:

Identifier What it is Where you see it Example (eSolia)
Entra Tenant ID The Directory ID for Entra admin center, 436f19ac-627e-4ecl-
Microsoft Entra. One per  azyre portal, tid= URL bfcb-7404d06a5b46
organization. parameter in M365

admin centers

Defender Organization A separate workspace mdatp health -- 9cf9ad79-
ID identifier used inside field org_id f064-42h8-
Microsoft Defender XDR. output, Defender portal b551-0bd97d6a%efe
Also one per attack map, onboarding
organization. XML payloads

Both of these GUIDs point to eSolia. They are not interchangeable. When you check
mdatp health --field org_id ona Macand see a GUID that doesn’t match the tid= inyour Purview
portal URL, this is expected and correct. Do not interpret it as cross-tenant contamination.

Source: Microsoft O&A — Updating Organization Name in Microsoft Defender. Quote from Microsoft staff:
in the Defender portal, the Tenant ID and Organization ID are distinct; the Tenant ID matches Entra, but
the Organization ID is a separate identifier used specifically within the security context.

If you remember only one thing from this runbook, remember this table.
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Diagnostic sequence

Run these commands on the affected Mac and compare the output against the expected state before
touching anything in Intune or Purview.

Step 1: Confirm Defender is running and licensed

mdatp health

Look for these fields in the output:

Field Expected If wrong

healthy true Defender has issues — check

health_issues array

licensed true License assignment problem, or
Defender not onboarded

org_id eSolia Defender Org ID (see Verify against the table before
gotcha table above) panicking
real_time_protection_enabled true [managed] Preferences profile missing or not
applied
tamper_protection block [managed] or block Expected — means someone
(eSolia or prior onboarding)
locked it
data_loss_prevention_status active DLP feature flag missing from
preferences profile — see fix
below
managed_by MDM Config isn’t coming from Intune —

check profile deployment

Step 2: Check installed configuration profiles

sudo profiles list | grep -iE "wdav|dlp|defender|microsoft"

For a fully-configured Mac, you should see at minimum:

com.microsoft.wdav preferences profile
(e.g., eSolia-Defender-Preferences-Baseline-INTERNAL )

com.microsoft.wdav.atp onboarding profile (e.g., eSolia-Purview-mac0S-0Onboarding-INTERNAL )
A bundle or individual profiles granting Full Disk Access, Accessibility, Notifications, and Background

Services to com.microsoft.wdav gnd com.microsoft.dlp.daemon

Step 3: Check Purview portal device status
In the Purview portal (confirm tenant first — see next step), go to Settings = Device onboarding —
Devices and find the Mac. The detail pane should show:

Configuration status: Updated (green)
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Policy sync status: Updated (green)
Accessibility: Updated

Full disk access: Updated

Endpoint DLP status: Enabled

If any of these are red, the fix is usually one of the steps in the next section.

Step 4: Verify you are in the correct Purview tenant
Before making any changes, confirm you are signed in to eSolia’s Purview and not a customer tenant you
have delegated access to. Three independent checks:

1. URL: The tid= parameter in the Purview portal URL should be eSolia’s Entra Tenant ID
(436f19ac-627e-4ecl-bfcb-7404d06a5b46 ),

2. Avatar menu: Click your user icon at the top right. The organization name shown should be “eSolia
Inc kA=t U7

3. Onboarding package content: If you have downloaded an onboarding or offboarding package, run
the following against the XML file to see which org ID it is signed for:

grep -oE "[a-f0-9]{8%-[a-f0-9]{4}-[a-f0-9]{4%-[a-f0-9]34%-[a-£f0-9]512%" \
~/Downloads/DeviceComplianceOnboardingPackage/intune/DeviceComplianceOnboarding.xml \
| sort -u

Expected output includes eSolia’s Defender Org ID. A Defender Org ID that does not match eSolia means
you were signed into a different tenant when you downloaded the package.
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Fixes, in order of likelihood

Work through these in order. Do not skip ahead to destructive options until the earlier steps have been
tried and verified.

Fix 1: DLP feature flag missing from preferences profile

Symptom: data_loss_prevention_status: "disabled" in mdatp health  even though Defender is
otherwise healthy, licensed, and managed. Everything else green. This is the most common cause of a
disabled DLP status and is the issue eSolia hit in April 2026.

Cause: The com.microsoft.wdav preferences profile deployed via Intune does not include the
dlp.features key that enables the DLP daemon.

Quick fix (runtime, survives until next profile sync):

sudo mdatp config data-loss-prevention --value enabled
mdatp health --field data_loss_prevention_status

# Expect: "active"

Durable fix (preferences profile): Add the following block inside the com.microsoft.wdav payload of
your baseline preferences profile, then redeploy via Intune:

<key>dlp</key>
<dict>
<key>features</key>
<array>
<dict>
<key>name</key>
<string>DLP_feature_enabled</string>
<key>state</key>
<string>enabled</string>
</dict>
</array>
</dict>

A complete reference profile
is kept at eSolia-Defender-Preferences-Baseline-v2-INTERNAL.mobilecontig in the eSolia shared
docs location for this runbook.

Fix 2: Company Portal blocked from modifying apps (macOS 15+)
Symptom: Profiles deploy from Intune but Defender state does not change. You see a macOS system
notification like “Company Portal was prevented from modifying apps on your Mac.”

Cause: macOS 15 (Sequoia) added an App Management privacy control that requires explicit approval
for apps that modify other apps. Company Portal is exactly such an app. If the toggle is off, Intune cannot
push app installs, updates, or certain profile-driven state changes.
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Fix: On the Mac, System Settings — Privacy & Security = App Management - toggle Company Portal
on. Force a policy sync from Company Portal afterwards and re-check mdatp health

This should be added to the standard eSolia macOS onboarding checklist for any new Mac on macOS 15+.

Fix 3: PPPC permissions missing or user-granted instead of MDM-managed

Symptom: Purview portal shows Accessibility and/or Full Disk Access as “Not updated” even though
you can see Defender running on the Mac. Toggling the permissions manually in macOS System Settings
does not help.

Cause: Purview only recognizes TCC permissions (Accessibility, Full Disk Access, etc.) that were
granted by an MDM-pushed PPPC profile, not permissions toggled manually by the user. The
com.microsoft.dlp.daemon hinaryin particularis a separate application from the main Defender agent,
and its permissions need to be granted explicitly.

Fix: Deploy Microsoft’'s combined mdatp.mobileconfig bundle as a Custom profile in Intune. It
includes the PPPC payloads for Full Disk Access, Accessibility, Notifications, Background Service Man-
agement, Network Filter, and System Extensions, all pre-configured for both com.microsoft.wdav and

com.microsoft.dlp.daemon .

Download from: https://raw.githubusercontent.com/microsoft/mdatp-xplat/master/macos/
mobileconfig/combined/mdatp.mobileconfig

Deploy in Intune: Devices = macOS - Configuration profiles = New Policy -» Templates - Custom -
upload the .mobileconfig - Device channel — assign to the target Mac.

After the profile lands, reboot the Mac. TCC grants for running daemons are most reliably applied at
daemon startup.

Fix 4: Tamper protection blocking a tenant change or uninstall

Symptom: You need to re-onboard Defender to a different tenant (genuinely — not because you misread
the Org ID), or you need to uninstall Defender. Running the uninstall script returns “Defender is in the
strict tamper protected mode, change it to either disabled or audit mode and repeat uninstallation.”

Cause: Tamper protection is doing exactly what it was designed to do. This is correct behavior.

Preferred fix — get an offboarding package from the current tenant. Defender will accept an offboard-
ing payload signed for its current org_id . Deploy the offboarding plist as a Custom profile in Intune and
let it run. This is the only supported method and leaves no residue.

If you cannot obtain an offboarding package (uncommon, but the path is documented for complete-
ness):

1. Deploy a temporary com.microsoft.wdav preferences profile that sets
tamperProtection.status = disabled . A reference template is kept at
eSolia-Defender-Tamper-Disable-TEMPORARY-INTERNAL.mobileconfig .

2. Ensure no other com.microsoft.wdav profile is also assigned — macOS merges conflicting man-
aged preferences with the stricter value winning, so a baseline profile setting tamper protection to

block will override your disable profile silently.
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3. Company Portal = sync = reboot = verify mdatp health --field tamper_protection returns
disabled .

4. Run the uninstall script.

5. Immediately delete the tamper-disable profile from Intune. Never leave tamper protection
disabled on a managed Mac.

Plan B if the managed preference does not take effect (rare): Boot into macOS Recovery and manually
delete Defender from the data volume. This bypasses every runtime protection, including tamper protec-
tion, because Defender is not running. See the Recovery Mode appendix at the end of this runbook. Only
use this path after confirming the org ID is genuinely wrong (i.e., you have verified against the eSolia
Defender Org ID and the Mac is truly pointing to a different organization). In the April 2026 incident, we
reached for Recovery Mode unnecessarily because of the Org ID vs Tenant ID confusion.

Fix 5: The problem is actually elsewhere
If you have worked through fixes 1 through 4 and the symptom persists, the problem is likely:

Stale device record in Purview from a previous onboarding attempt, which will eventually reconcile
but can be manually offboarded from Purview — Device onboarding — Offboarding.

Conflicting third-party security software such as BlockBlock or RansomWhere listed in
mdatp health --field conflicting_applications , These typically do not prevent Defender from
functioning but may cause noise.

Network egress blocking Defender from reaching its cloud endpoints. Check
mdatp health --field cloud_enabled and Defender telemetry endpoints are reachable from the
Mac.

Outdated Defender build that does not recognize newer managed preference keys. Update via
Intune app deployment.
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The April 2026 incident, condensed

What actually happened, as a cautionary tale:

1. A Mac showed Endpoint DLP as “Disabled” in Purview. The real cause was Fix 1 — the DLP feature
flag was not in the preferences profile. Fifteen-minute fix.

2. During diagnosis,
mdatp health --field org_id returned 9cf9ad79-f064-42h8-b551-0bd97d6a%9efe . The Purview
portal URL at the time showed tid=436f19ac-627e-4ecl-bfch-7404d06a5h46 .

3. The two GUIDs were assumed to be the same identifier (Entra Tenant ID), and the mismatch was
interpreted as the Mac being cross-tenant contaminated from a prior client project.

4. Four hours of misdirected troubleshooting followed: a tamper-disable profile, multiple sync
attempts, a full Recovery Mode wipe of Defender, and a complete re-onboarding sequence.

5. Afterthere-onboarding, org_id came back as the same 9c£9ad79... GUID. A search of Microsoft
documentation revealed that the Defender Organization ID is a separate identifier from the Entra
Tenant ID, and the original state had been correct the entire time.

6. The actual fix for the original symptom (Fix 1 above) took under a minute.

Lessons:

When two GUIDs do not match, verify what each one represents before concluding they should
match.

Search the documentation as soon as a surprise appears, not after several destructive steps.

Keep the diagnostic sequence (Step 1 through Step 4) in front of you as a checklist. Do not skip Step 4.
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Appendix A: Reference profile templates

The following templates are maintained alongside this runbook and should be kept in sync with any
updates to Microsoft’s Defender for Endpoint managed preference schema.

Template

eSolia-Defender-
Preferences-Baseline-v2-
INTERNAL .mobileconfig

eSolia-Defender-Tamper-
Disable-TEMPORARY -
INTERNAL .mobileconfig

eSolia-Purview-mac0S-
Onboarding-
INTERNAL .mobileconfig

mdatp.mobileconfig (from
Microsoft GitHub)

Purpose

Baseline Defender preferences
including DLP feature flag, real-
time protection, cloud protection,
network protection, and tamper
protection in block mode

Sets tamper protection to
disabled for uninstall scenarios

Contains the Defender
Organization ID and onboarding
payload for eSolia’s tenant.
Derived from the onboarding
package downloaded from
Purview.

PPPC grants for Full Disk Access,
Accessibility, Notifications,
Background Services, Network
Filter, System Extensions
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Permanent assignment to all
eSolia macOS devices

Temporary — delete immediately
after use

Permanent assignment to all
eSolia macOS devices

Permanent assignment to all
eSolia macOS devices
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Appendix B: Recovery Mode wipe (last-resort procedure)

Use this only if tamper protection is genuinely blocking a legitimate uninstall and the managed-prefer-
ence path has failed. Verify the Org ID problem is real before proceeding.

Pre-flight
1. Confirm a current Time Machine backup or equivalent.
2. Record the Mac’s data volume name: diskutil 1ist and note the APFS volume containing
/Library/Application Support , Typically named Macintosh HD - Data orjust Data,
3. Have the admin password available (required to unlock FileVault in Recovery).
4. Access this runbook from a phone or second device — you will not have browser access from
Recovery.

Procedure (Apple Silicon)
1. Apple menu = Shut Down. Wait for full power-off.
2. Press and hold the power button until “Loading startup options::-

2

appears. Click Options -
Continue — authenticate.

3. Menu bar — Utilities = Terminal.

4. Verify the data volume is mounted:

1s /Volumes/

If the data volume is not listed, unlock it: 5. Set a vari-
able for the data volume path and verify Defender is present:

bash DATA="/Volumes/Data" 4 Adjust to match your volume name 1s -1la "$DATA/Library/
Application Support/Microsoft/"

6. Delete Defender and DLP:
bash rm -rf "$DATA/Library/Application Support/Microsoft/Defender" m -
rf "$DATA/Library/Application Support/Microsoft/DLP" rm -rf "$DATA/Applications/
Microsoft Defender.app" rm -f "$DATA/Library/LaunchDaemons/com.microsoft.fresno.plist"
rm -f "$DATA/Library/LaunchDaemons/com.microsoft.fresno.uninstall.plist" m -
f "$DATA/Library/LaunchDaemons/com.microsoft.dlp.install_monitor.plist" m -
f "$DATA/Library/LaunchAgents/com.microsoft.wdav.tray.plist" rm -rf "“$DATA/
Library/SystemExtensions/"*wdav* 2>/dev/null rm -rf "$DATA/Library/

SystemExtensions/"*microsoftx 2>/dev/null
7. Verify nothing Defender-related remains:

bash find "$DATA" -iname "*defenderx" 2>/dev/null find "$DATA" -iname "*wdavx" 2>/
dev/null find "$DATA" -iname "xmdatpx" 2>/dev/null

8. Apple menu — Restart.

After reboot

Defender should be gone (mdatp health returns “command not found”). Reassign the baseline prefer-
ences profile, the PPPC bundle, and the onboarding profile via Intune. Defender will reinstall automati-

cally if assigned as a required app in Intune Apps = macOS. Verify with mdatp health --field org_id
once the agent is running again — and remember the Org ID is NOT the Entra Tenant ID.
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Appendix C: Diagnostic flowchart
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Related documents

» Microsoft: Onboard macOS devices into Microsoft Purview solutions using Intune (MDE customers)
» Microsoft: Troubleshoot Endpoint DLP configuration and policy sync

° Microsoft: mdatp-xplat GitHub repository — source for .mobileconfig templates
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Contact Us

eSolia Inc. Shiodome City Center 5F (Workstyling) 1-5-2 Higashi-Shimbashi, Minato-ku Tokyo
105-7105, Japan

Phone 03-4577-3380
Email hello@esolia.co.jp
Web https://esolia.co.jp/en

Hours  Monday-Friday, 9:00-18:00 JST
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